
   

Web Application Report

This report includes important security information about your web application.

Security Report
This report was created by HCL AppScan Standard 10.6.0
Scan started: 11/29/2024 9:28:52 AM
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Introduction
This report contains the results of a web application security scan performed by HCL AppScan Standard.

Critical severity issues: 5
High severity issues: 9
Medium severity issues: 204
Total security issues included in the report: 218
Total security issues discovered in the scan: 432

General Information
Scan file name: Novanthealth.org_HCLScans_November_2024

Scan started: 11/29/2024 9:28:52 AM

Test policy: VMP AppScan Default

CVSS version: 3.1

Test optimization level: Fast

Host www.novanthealth.org

Port 443

Operating system: Unknown

Web server: Unknown

Application server: Any

Host www.novanthealth.org

Port 80

Operating system: Unknown

Web server: Unknown

Application server: Any

Login Settings
Login method: None
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Summary

Issue Types   12

Issue Type Number of Issues

C Blind SQL Injection 4

C NoSQL Injection 1

H API Mass Assignment 2

H Integer Overflow 5

H Link to Non-Existing Domain Found 2

M Check for SRI (Subresource Integrity) support 110

M Cookie with Insecure or Improper or Missing SameSite attribute 30

M Missing Secure Attribute in Encrypted Session (SSL) Cookie 28

M SHA-1 cipher suites were detected 1

M Unsafe third-party link (target="_blank") 33

M Weak Cipher Suites - ROBOT Attack : Vulnerable cipher suites are supported by the
server

1

M Weak Ciphers are detected: Not all cipher suites support Perfect Forward Secrecy 1

Vulnerable URLs   117

URL Number of Issues

C https://www.novanthealth.org/api/locations/autocomplete 1

C https://www.novanthealth.org/api/locations/search 2

C https://www.novanthealth.org/newsroom/resources/search 4

C https://www.novanthealth.org/symptom-checker/log_event 2

H https://www.novanthealth.org/newsroom/file 2

H https://www.novanthealth.org/newsroom/releases 2

H https://www.novanthealth.org/symptom-checker/answer_question 2

H https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/accepted-i
nsurance-plans/

3

H https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/medicaid-
managed-care/

3

M https://www.novanthealth.org/ 60

M https://www.novanthealth.org/for-patients/billing--insurance/financial-assistance/ 1
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M https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/ 1

M https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/health-ins
urance-marketplace/marketplace-questions/

2

M https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/medicare/ 2

M https://www.novanthealth.org/for-patients/billing--insurance/price-transparency/ 2

M https://www.novanthealth.org/for-providers/refer-a-patient/ 2

M https://www.novanthealth.org/forms/healthy-headlines-newsletter 1

M https://www.novanthealth.org/get-connected/contact-center/ 2

M https://www.novanthealth.org/get-connected/podcasts/ 1

M https://www.novanthealth.org/healthy-headlines/ 1

M https://www.novanthealth.org/healthy-headlines/3-healthy-hearty-winter-recipes-to-kee
p-you-warm-and-happy

1

M https://www.novanthealth.org/healthy-headlines/30-something-with-colon-cancer 1

M https://www.novanthealth.org/healthy-headlines/38-healthy-snacks-that-could-change-y
our-life-in-2021

1

M https://www.novanthealth.org/healthy-headlines/4-realizations-3-recipes-around-healthi
er-holiday-meals

1

M https://www.novanthealth.org/healthy-headlines/5-ways-to-prepare-for-flu-season 1

M https://www.novanthealth.org/healthy-headlines/7-smart-ways-to-avoid-holiday-weight-
gain-+-helpful-recipes

2

M https://www.novanthealth.org/healthy-headlines/Brunswick-Medical-Center-hurricanes 1

M https://www.novanthealth.org/healthy-headlines/aging-doesnt-have-to-be-painful-key-st
eps-you-can-take

1

M https://www.novanthealth.org/healthy-headlines/are-you-a-parent-who-knows-their-rsvs 2

M https://www.novanthealth.org/healthy-headlines/are-you-heart-smart 1

M https://www.novanthealth.org/healthy-headlines/ask-a-doctor-can-drinking-wine-warm-
my-body-in-the-cold

1

M https://www.novanthealth.org/healthy-headlines/beating-incurable-one-mans-battle-aga
inst-cancer

2

M https://www.novanthealth.org/healthy-headlines/blog_post-20241126 1

M https://www.novanthealth.org/healthy-headlines/cancer-on-the-clock-how-women-can-
navigate-a-career-during-cancer-treatment

1

M https://www.novanthealth.org/healthy-headlines/do-you-need-probiotics 1

M https://www.novanthealth.org/healthy-headlines/expertise-and-empathy-team-approach
-wins-the-day-for-colon-cancer-patient

2

M https://www.novanthealth.org/healthy-headlines/from-inner-city-d-c-to-neurosurgeon-a-
doctors-journey

1

M https://www.novanthealth.org/healthy-headlines/got-a-cough-you-cant-shake 2

M https://www.novanthealth.org/healthy-headlines/heres-what-young-adults-should-know-
about-the-alarming-rise-in-early-onset-colorectal-cancers

1

M https://www.novanthealth.org/healthy-headlines/holiday-travel-5-tips-for-taking-off-with-
prescription-medications

1

M https://www.novanthealth.org/healthy-headlines/how-one-man-is-using-his-incurable-ca
ncer-diagnosis-to-inspire-others

1

M https://www.novanthealth.org/healthy-headlines/its-rsv-and-flu-season-where-should-y
ou-seek-medical-attention

1

M https://www.novanthealth.org/healthy-headlines/marathoner-did-not-let-colorectal-canc
er-knock-her-off-her-path

2

M https://www.novanthealth.org/healthy-headlines/meaningful-medicine-too-young-for-col
orectal-cancer

1

M https://www.novanthealth.org/healthy-headlines/mindful-eating 1
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M https://www.novanthealth.org/healthy-headlines/multiple-myeloma-survivor-im-a-walkin
g-miracle

1

M https://www.novanthealth.org/healthy-headlines/odd-numbness-in-climbers-right-foot-tu
rns-out-to-be-a-spinal-tumor

2

M https://www.novanthealth.org/healthy-headlines/on-demand-video-visits-put-247-health
-care-at-your-fingertips

1

M https://www.novanthealth.org/healthy-headlines/podcast 1

M https://www.novanthealth.org/healthy-headlines/quiz-time-test-the-strength-of-your-exe
rcise-iq-here

1

M https://www.novanthealth.org/healthy-headlines/rsv-shot-a-new-ish-tool-for-your-parent
ing-toolbox

1

M https://www.novanthealth.org/healthy-headlines/search 1

M https://www.novanthealth.org/healthy-headlines/spinach-stuff-chicken-is-easy-delicious
-and-healthy

1

M https://www.novanthealth.org/healthy-headlines/sugar-shutdown-healthy-fats 1

M https://www.novanthealth.org/healthy-headlines/the-accident-broke-my-heart-this-ortho
pedic-surgeon-fixed-it

1

M https://www.novanthealth.org/healthy-headlines/their-baby-struggled-to-breathe-this-te
am-helped-save-his-life

2

M https://www.novanthealth.org/healthy-headlines/this-nicu-mom-switched-careers-to-hel
p-parents-navigate-difficult-pregnancies

1

M https://www.novanthealth.org/healthy-headlines/trapped-on-hurricane-ravaged-mountai
n-with-a-breech-baby-due-at-any-moment

1

M https://www.novanthealth.org/healthy-headlines/we-were-pretty-nervous 1

M https://www.novanthealth.org/healthy-headlines/whats-the-difference-between-covid-19
-flu-and-a-cold

2

M https://www.novanthealth.org/healthy-headlines/when-to-get-your-next-covid-19-booste
r

1

M https://www.novanthealth.org/healthy-headlines/why-high-blood-pressure-is-so-danger
ous-and-how-you-can-control-it

2

M https://www.novanthealth.org/healthy-headlines/why-our-joints-might-hurt-more-when-it
s-cold-and-what-you-can-do

1

M https://www.novanthealth.org/healthy-headlines/why-the-mediterranean-diet-is-so-popu
lar-and-smart

2

M https://www.novanthealth.org/healthy-headlines/yes-you-can-get-covid-and-flu-vaccine
s-together

2

M https://www.novanthealth.org/locations 1

M https://www.novanthealth.org/locations/ 1

M https://www.novanthealth.org/locations/clinics/corelife-novant-health 1

M https://www.novanthealth.org/locations/clinics/corelife-novant-health/ 1

M https://www.novanthealth.org/locations/clinics/glen-meade-obgyn-wilmington/ 1

M https://www.novanthealth.org/locations/clinics/surgical-partners-biltmore/services/ 1

M https://www.novanthealth.org/locations/emergency-rooms 1

M https://www.novanthealth.org/locations/medical-centers/betty-h-cameron-womens--chil
drens-hospital/family-resources/

1

M https://www.novanthealth.org/locations/medical-centers/brunswick-medical-center 2

M https://www.novanthealth.org/locations/medical-centers/coastal-carolina-hospital/ 2

M https://www.novanthealth.org/locations/medical-centers/hemby-childrens-hospital/ 2

M https://www.novanthealth.org/mynovant/ 1

M https://www.novanthealth.org/mynovant/patient-portal-nc/ 2

M https://www.novanthealth.org/newsroom/awards 1
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M https://www.novanthealth.org/newsroom/facility-information 1

M https://www.novanthealth.org/newsroom/novant-health-announces-new-three-tiered-str
ategy-to-address-disparities-in-maternal-and-infant-health

1

M https://www.novanthealth.org/newsroom/releases-20241113 1

M https://www.novanthealth.org/newsroom/resources 1

M https://www.novanthealth.org/newsroom/resources/executive-headshots 1

M https://www.novanthealth.org/newsroom/resources/video-b-roll 1

M https://www.novanthealth.org/nh/check-my-symptoms/ 1

M https://www.novanthealth.org/nh/get-care-now/ 2

M https://www.novanthealth.org/nh/ortho-access 1

M https://www.novanthealth.org/pm/ 1

M https://www.novanthealth.org/policy/privacy-policy/digital-privacy-policy/ 1

M https://www.novanthealth.org/policy/sms-terms-and-conditions/ 1

M https://www.novanthealth.org/services/breast-health/ 1

M https://www.novanthealth.org/services/cancer 2

M https://www.novanthealth.org/services/cancer/ 2

M https://www.novanthealth.org/services/cancer/digestive-system-cancers/liver/ 1

M https://www.novanthealth.org/services/employer-solutions/employer-resources/downlo
adable-resources/

1

M https://www.novanthealth.org/services/employer-solutions/on-site-health-services/ 1

M https://www.novanthealth.org/services/imaging/ 2

M https://www.novanthealth.org/services/neurology 1

M https://www.novanthealth.org/services/neurology/spine/ 1

M https://www.novanthealth.org/services/pediatrics/pediatric-primary-care/ 1

M https://www.novanthealth.org/services/pharmacy/specialty-pharmacy-for-patients/ 2

M https://www.novanthealth.org/services/rehabilitation/locations/ 1

M https://www.novanthealth.org/services/sports-medicine 1

M https://www.novanthealth.org/services/stroke-care/ 1

M https://www.novanthealth.org/services/virtual-care/ 1

M https://www.novanthealth.org/services/virtual-care/community-based-virtual-care/ 1

M https://www.novanthealth.org/services/virtual-care/enhanced-virtual-care/ 1

M https://www.novanthealth.org/services/virtual-care/enhanced-virtual-care/tytocare-supp
ort/

1

M https://www.novanthealth.org/services/virtual-care/remote-patient-monitoring/ 2

M https://www.novanthealth.org/services/weight-loss-services/lifestyle-and-wellness/Nutrit
ion

1

M https://www.novanthealth.org/symptom-checker/ 1

M https://www.novanthealth.org/team-members/ 1

M https://www.novanthealth.org/team-members/pharmacy-convenience/ 2

M https://www.novanthealth.org/Util/Find/epi-util/find.js 3

M https://www.novanthealth.org/brunswick-medical-center.aspx 1

M https://www.novanthealth.org/home/services/cancer.aspx 1
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Fix Recommendations   10

Remediation Task Number of Issues

H Avoid using functions that automatically bind client's input to code variables or internal
objects.If applicable, explicitly define and enforce schema's for the input data payloads.

2

H Ensure user input is of the correct type and escape it properly 1

H Remove the non-existing domain from the web site 2

H Review possible solutions for hazardous character injection 4

H Verify that parameter values are in their expected ranges and types. Do not output
debugging error messages and exceptions

5

M Add the 'Secure' attribute to all sensitive cookies 28

M Add the attribute rel = "noopener noreferrer" to each link element with target="_blank" 33

M Add to each third-party script/link element support to SRI(Subresource Integrity). 110

M Change server's supported ciphersuites 3

M Review possible solutions for configuring SameSite Cookie attribute to recommended
values

30

Security Risks 8

Risk Number of Issues

C It is possible to view, modify or delete database entries and tables 5

H API Mass Assignment exploitation may leads to privilege escalation, data tampering,
bypass of security mechanisms

2

H It is possible to gather sensitive debugging information 5

H It is possible to persuade a naive user to supply sensitive information such as
username, password, credit card number, social security number etc.

35

M In case the third-party server is compromised, the content/behavior of the site will
change

110

M Prevent cookie information leakage by restricting cookies to first-party or same-site
context, Attacks can extend to Cross-Site-Request-Forgery (CSRF) attacks if there are
no additional protections in place (such as Anti-CSRF tokens).

30

M It may be possible to steal user and session information (cookies) that was sent during
an encrypted session

28

M It may be possible to steal or manipulate customer session and cookies, which might
be used to impersonate a legitimate user, allowing the hacker to view or alter user
records, and to perform transactions as that user

3

Causes   15

Cause Number of Issues

C Sanitation of hazardous characters was not performed correctly on user input 5

API endpoints are vulnerable to Mass Assignment if they automatically converts client
provided data into internal object properties without considering the sensitivity and the
exposure level of these properties.

0

12/1/2024 7
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H API endpoints are vulnerable to Mass Assignment if they automatically convert client
provided data into internal object properties without considering the sensitivity and the
exposure level of these properties.

2

An Integer Overflow (or wraparound) occurs when a value that is too large is stored
(larger than the maximum value the variable can hold) in an integer data type
(including byte, short, long, and other types). The most significant bits of the integer
are lost, and the remaining value is relative to the minimum value (either 0 or very
negative value for signed types).

0

H Proper bounds checking were not performed on incoming parameter values 5

H No validation was done in order to make sure that user input matches the data type
expected

5

H The web application contains a link to a non-existing domain 2

There is no support to Subresource Integrity. 0

M SRI (Subresource Integrity) not supported 110

M Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute 30

M The web application sends non-secure cookies over SSL 28

M The web server or application server are configured in an insecure way 3

The rel attribute in the link element is not set to "noopener noreferrer". 0

M The page that is linked to with the target=_blank link gains partial access to the linking
page window object via the window.opener object

33

Cipher Suites that support TLS-RSA key exchange were detected. The web server or
application server with TLS implementation flaw may be vulnerable to ROBOT Attack.
This issue does not necessarily mean that you are vulnerable. Please follow the
advisory guideline.

0

WASC Threat Classification

Threat Number of Issues

Abuse of Functionality 33

Information Leakage 28

Integer Overflows 5

Mass Assignment Vulnerability of API 2

Remote File Inclusion 110

Server Misconfiguration 33

SQL Injection 5

URL Redirector Abuse 2
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Issues Sorted by Issue Type

C Blind SQL Injection   4 TOC

Issue   1   of   4

Blind SQL Injection
Severity: Critical

CVSS Score: 9.4

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/api/locations/autocomplete

Entity: input (Parameter)

Risk: It is possible to view, modify or delete database entries and tables

Cause: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because it shows that values can be appended to parameter values,
indicating that they were embedded in an SQL query. In this test, three (or sometimes four) requests are sent. The last
is logically equal to the original, and the next-to-last is different. Any others are for control purposes. A comparison of
the last two responses with the first (the last is similar to it, and the next-to-last is different) indicates that the
application is vulnerable.

Issue   2   of   4
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Blind SQL Injection
Severity: Critical

CVSS Score: 9.4

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/api/locations/search

Entity: ->"search" (Parameter)

Risk: It is possible to view, modify or delete database entries and tables

Cause: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because it shows that values can be appended to parameter values,
indicating that they were embedded in an SQL query. In this test, three (or sometimes four) requests are sent. The last
is logically equal to the original, and the next-to-last is different. Any others are for control purposes. A comparison of
the last two responses with the first (the last is similar to it, and the next-to-last is different) indicates that the
application is vulnerable.

Issue   3   of   4

Blind SQL Injection
Severity: Critical

CVSS Score: 9.4

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/resources/search

Entity: multimedia_type (Parameter)

Risk: It is possible to view, modify or delete database entries and tables

Cause: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because it shows that values can be appended to parameter values,
indicating that they were embedded in an SQL query. In this test, three (or sometimes four) requests are sent. The last
is logically equal to the original, and the next-to-last is different. Any others are for control purposes. A comparison of
the last two responses with the first (the last is similar to it, and the next-to-last is different) indicates that the
application is vulnerable.

Issue   4   of   4
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Blind SQL Injection
Severity: Critical

CVSS Score: 9.4

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/resources/search

Entity: keywords (Parameter)

Risk: It is possible to view, modify or delete database entries and tables

Cause: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because it shows that values can be appended to parameter values,
indicating that they were embedded in an SQL query. In this test, three (or sometimes four) requests are sent. The last
is logically equal to the original, and the next-to-last is different. Any others are for control purposes. A comparison of
the last two responses with the first (the last is similar to it, and the next-to-last is different) indicates that the
application is vulnerable.

C NoSQL Injection   1 TOC

Issue   1   of   1

NoSQL Injection
Severity: Critical

CVSS Score: 9.4

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/symptom-checker/log_event

Entity: log_event (Page)

Risk: It is possible to view, modify or delete database entries and tables

Cause: Sanitation of hazardous characters was not performed correctly on user input

Fix: Ensure user input is of the correct type and escape it properly

Reasoning: AppScan requested a file which is probably not a legitimate part of the application. The response status was 200 OK.
This indicates that the test succeeded in retrieving the content of the requested file.

Raw Test Response:

...

{
 "title": {
  "$ne": "1"
 },
 "complaint": "",
 "conversationId": "f6c2aacf-a3b1-432e-b7c6-8192ab054db9"
}
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HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:28:16 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 4
Connection: keep-alive
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: *
Vary: Origin
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae

...
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H API Mass Assignment   2 TOC

Issue   1   of   2

API Mass Assignment
Severity: High

CVSS Score: 7.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/symptom-checker/log_event

Entity: log_event (Page)

Risk: API Mass Assignment exploitation may leads to privilege escalation, data tampering, bypass of security mechanisms

Cause: API endpoints are vulnerable to Mass Assignment if they automatically convert client provided data into internal object
properties without considering the sensitivity and the exposure level of these properties.

Fix: Avoid using functions that automatically bind client's input to code variables or internal objects.If applicable, explicitly define
and enforce schema's for the input data payloads.

Reasoning: The test result seems to indicate a vulnerability because the Test Response is successful (returns 200 OK), indicating
that the Application/API access is successful.

Issue   2   of   2

API Mass Assignment
Severity: High

CVSS Score: 7.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/api/locations/search

Entity: search (Page)

Risk: API Mass Assignment exploitation may leads to privilege escalation, data tampering, bypass of security mechanisms

Cause: API endpoints are vulnerable to Mass Assignment if they automatically convert client provided data into internal object
properties without considering the sensitivity and the exposure level of these properties.

Fix: Avoid using functions that automatically bind client's input to code variables or internal objects.If applicable, explicitly define
and enforce schema's for the input data payloads.

Reasoning: The test result seems to indicate a vulnerability because the Test Response is successful (returns 200 OK), indicating
that the Application/API access is successful.

12/1/2024 13

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://www.novanthealth.org/symptom-checker/log_event
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
https://www.novanthealth.org/api/locations/search


TOC

TOC

H Integer Overflow   5 TOC

Issue   1   of   5

Integer Overflow
Severity: High

CVSS Score: 8.6

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/symptom-checker/answer_question

Entity: concept_id (Parameter)

Risk: It is possible to gather sensitive debugging information

Cause: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Issue   2   of   5

Raw Test Response:

...
5652c2a97%22%2C%22__first_pageview_occurred%22%3A%20true%2C%22__last_pageview_time%22%3A%201732890743494%7D; 
ai_session=bYhAw51mWhuVGxlrmqJkwY|1732890540330|1732890742734; iv=ec4f4f1b-764e-4c9e-bd03-a94a6aa2d5d5; is=5081ece4-5ce8-
4272-a012-6df8ada671a7; NovantECID=n24orgrfsrfsrfs.2024-11-29; tglr_ref=null; _ga=GA1.1.361435609.1732890748; 
_ga_SHDEW40S98=GS1.1.1732890748.1.1.1732890748.0.0.0; pmpdid=e3604431-9804-4fd5-bda5-4837c04e4bb6; tglr_anon_id=e20cf19e-
61fe-438c-933b-fd1b1e9f3e49; tglr_req=https://www.novanthealth.org/; tglr_sess_count=1; tglr_sess_id=9ccd9255-1060-4711-
a757-73af595fb685; tglr_tenant_id=fcbe3e49-b25d-4a76-9776-163d207dac01; 
chsn_cnsnt=tglr_ref,tglr_req,tglr_sess_id,tglr_sess_count,tglr_anon_id,tglr_tenant_id,tglr_virtual_ref,tglr_transit_id,chsn
_dcsn_cache,pmpdid,pmpredirected,pmpredir,fuseid,cohsn_xs_id,chsn_auth_id,hashID,etagID,reinforcedID,httpOnlyID,fpID,flID,t
glr_smpl; ai_user=GdG8j4QIBbtcxSvFtvBxNK|2024-11-29T14:28:59.192Z; partner=; user_id=f1f96db6-21b2-427a-9c71-3cc59b93da22; 
ARRAffinitySameSite=761bcd9095d45b22d30c0b6fd4e01fdfc570a6a4803903d7c089a6c9e858c438; 
ARRAffinity=761bcd9095d45b22d30c0b6fd4e01fdfc570a6a4803903d7c089a6c9e858c438; EPiStateMarker=true
Content-Length: 0

HTTP/1.1 500 Internal Server Error
Date: Fri, 29 Nov 2024 15:47:33 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: *
Vary: Origin
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae

...
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Integer Overflow
Severity: High

CVSS Score: 8.6

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/symptom-checker/answer_question

Entity: question_id (Parameter)

Risk: It is possible to gather sensitive debugging information

Cause: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Issue   3   of   5

Raw Test Response:

...
5652c2a97%22%2C%22__first_pageview_occurred%22%3A%20true%2C%22__last_pageview_time%22%3A%201732890743494%7D; 
ai_session=bYhAw51mWhuVGxlrmqJkwY|1732890540330|1732890742734; iv=ec4f4f1b-764e-4c9e-bd03-a94a6aa2d5d5; is=5081ece4-5ce8-
4272-a012-6df8ada671a7; NovantECID=n24orgrfsrfsrfs.2024-11-29; tglr_ref=null; _ga=GA1.1.361435609.1732890748; 
_ga_SHDEW40S98=GS1.1.1732890748.1.1.1732890748.0.0.0; pmpdid=e3604431-9804-4fd5-bda5-4837c04e4bb6; tglr_anon_id=e20cf19e-
61fe-438c-933b-fd1b1e9f3e49; tglr_req=https://www.novanthealth.org/; tglr_sess_count=1; tglr_sess_id=9ccd9255-1060-4711-
a757-73af595fb685; tglr_tenant_id=fcbe3e49-b25d-4a76-9776-163d207dac01; 
chsn_cnsnt=tglr_ref,tglr_req,tglr_sess_id,tglr_sess_count,tglr_anon_id,tglr_tenant_id,tglr_virtual_ref,tglr_transit_id,chsn
_dcsn_cache,pmpdid,pmpredirected,pmpredir,fuseid,cohsn_xs_id,chsn_auth_id,hashID,etagID,reinforcedID,httpOnlyID,fpID,flID,t
glr_smpl; ai_user=GdG8j4QIBbtcxSvFtvBxNK|2024-11-29T14:28:59.192Z; partner=; user_id=f1f96db6-21b2-427a-9c71-3cc59b93da22; 
ARRAffinitySameSite=761bcd9095d45b22d30c0b6fd4e01fdfc570a6a4803903d7c089a6c9e858c438; 
ARRAffinity=761bcd9095d45b22d30c0b6fd4e01fdfc570a6a4803903d7c089a6c9e858c438; EPiStateMarker=true
Content-Length: 0

HTTP/1.1 500 Internal Server Error
Date: Fri, 29 Nov 2024 15:47:35 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: *
Vary: Origin
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae

...
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Integer Overflow
Severity: High

CVSS Score: 8.6

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/releases

Entity: page (Parameter)

Risk: It is possible to gather sensitive debugging information

Cause: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Issue   4   of   5

Raw Test Response:

...

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: https://www.novanthealth.org/newsroom/releases
Host: www.novanthealth.org
User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36
Cookie: EPiStateMarker=true; ARRAffinity=761bcd9095d45b22d30c0b6fd4e01fdfc570a6a4803903d7c089a6c9e858c438; 
ARRAffinitySameSite=761bcd9095d45b22d30c0b6fd4e01fdfc570a6a4803903d7c089a6c9e858c438; partner=; user_id=f1f96db6-21b2-427a-
9c71-3cc59b93da22
Content-Length: 0

HTTP/1.1 502 Bad Gateway
Date: Fri, 29 Nov 2024 18:58:25 GMT
Content-Type: text/plain; charset=UTF-8
Content-Length: 15
Connection: keep-alive
X-Frame-Options: SAMEORIGIN
Referrer-Policy: same-origin
Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 01 Jan 1970 00:00:01 GMT
Server: cloudflare

...
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Integer Overflow
Severity: High

CVSS Score: 8.6

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/file

Entity: fid (Parameter)

Risk: It is possible to gather sensitive debugging information

Cause: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Issue   5   of   5

Raw Test Response:

...

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: https://www.novanthealth.org/newsroom/resources/search?keywords=&multimedia_type=document
Host: www.novanthealth.org
User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36
Cookie: EPiStateMarker=true; ARRAffinity=761bcd9095d45b22d30c0b6fd4e01fdfc570a6a4803903d7c089a6c9e858c438; 
ARRAffinitySameSite=761bcd9095d45b22d30c0b6fd4e01fdfc570a6a4803903d7c089a6c9e858c438; partner=; user_id=f1f96db6-21b2-427a-
9c71-3cc59b93da22
Content-Length: 0

HTTP/1.1 502 Bad Gateway
Date: Fri, 29 Nov 2024 19:25:26 GMT
Content-Type: text/plain; charset=UTF-8
Content-Length: 15
Connection: keep-alive
X-Frame-Options: SAMEORIGIN
Referrer-Policy: same-origin
Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 01 Jan 1970 00:00:01 GMT
Server: cloudflare

...
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Integer Overflow
Severity: High

CVSS Score: 8.6

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/resources/search

Entity: page (Parameter)

Risk: It is possible to gather sensitive debugging information

Cause: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

H Link to Non-Existing Domain Found   2 TOC

Issue   1   of   2

Raw Test Response:

...

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Referer: https://www.novanthealth.org/newsroom/resources/search?keywords=&multimedia_type=document
Host: www.novanthealth.org
User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36
Cookie: EPiStateMarker=true; ARRAffinity=761bcd9095d45b22d30c0b6fd4e01fdfc570a6a4803903d7c089a6c9e858c438; 
ARRAffinitySameSite=761bcd9095d45b22d30c0b6fd4e01fdfc570a6a4803903d7c089a6c9e858c438; partner=; user_id=f1f96db6-21b2-427a-
9c71-3cc59b93da22
Content-Length: 0

HTTP/1.1 502 Bad Gateway
Date: Fri, 29 Nov 2024 19:25:51 GMT
Content-Type: text/plain; charset=UTF-8
Content-Length: 15
Connection: keep-alive
X-Frame-Options: SAMEORIGIN
Referrer-Policy: same-origin
Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 01 Jan 1970 00:00:01 GMT
Server: cloudflare

...
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Link to Non-Existing Domain Found
Severity: High

CVSS Score: 8.2

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/accepted-insurance-plans/

Entity: http://www.eastpointe.net/ (Link)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The web application contains a link to a non-existing domain

Fix: Remove the non-existing domain from the web site

Reasoning: AppScan found a link to an external site, and was not able to resolve it

Issue   2   of   2

Link to Non-Existing Domain Found
Severity: High

CVSS Score: 8.2

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/medicaid-managed-care/

Entity: https://ncdhhs.gov.localdss/ (Link)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The web application contains a link to a non-existing domain

Fix: Remove the non-existing domain from the web site

Reasoning: AppScan found a link to an external site, and was not able to resolve it

Raw Test Response:

...

...ith Carolina Complete Care.</p>
<p><strong>EastPointe Behavioral Health</strong><br><a href="http://www.eastpointe.net/">www.eastpointe.net</a><br>Novant 
Health's behavioral health facilities are contracted with EastPointe Behavioral Healt...

...

Raw Test Response:

...

    </div>
    <span class="tile-title">
        In person at your local DSS Office
    </span>
    <a class="clickable-area" target="_blank"
       aria-label="In person at your local DSS Office, opens in new tab"
        rel="noreferrer" title="In person at your local DSS Office"
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        href="https://ncdhhs.gov/localDSS" >
    </a>
</div>
</div><div class=" w-3col">
<div class="score-tile  default">
    <div class="img-wrapper">
        

<svg width="64" height="64" viewBox="0 0 64 64" fill="none" xmlns="http://www.w3.org/2000/svg">
...

...

    </div>
    <span class="tile-title">
        Call DSS Office
    </span>
    <a class="clickable-area" target="_blank"
       aria-label="Call DSS Office, opens in new tab"
        rel="noreferrer" title="Call DSS Office"
        href="https://ncdhhs.gov.localdss/" >
    </a>
</div>
</div>
</div>

</div>
          </div>

...
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Issue   1   of   110

Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/" rel="canonical" />
    <meta name="keywords" property="keywords" content="Health Care" />
<meta name="description" property="description" content="Novant Health is an integrated network of more than 850 locations, 
inclu...

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/locations/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health provides convenient locations when and where you 
need them. Search for a hospital, Emergency Department, Urgent Care, Clinic,...
    <title> Novant Health Locations</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/nh/get-care-now/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/nh/get-care-now/" rel="canonical" />
    <meta name="keywords" property="keywords" content="Telehealth On-Demand Video Visits, Virtual Care Now, Urgent Care 
Video Visits, Virtual Care Now, Get Care Now" />
<meta name="description" proper...

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/virtual-care/community-based-virtual-care/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/virtual-care/community-based-virtual-care/" rel="canonical" />
    <meta name="description" property="description" content="Virtual care options in the community extend the reach of 
Novant Health to schools, community centers and employer-based wellness centers."...
    <title> Community-Based Virtual Care | Novant Health</title>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/nh/check-my-symptoms/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/symptom-checker/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/nh/check-my-symptoms/" rel="canonical" />
    <meta name="description" property="description" content="Let the Novant Health 24/7 symptom checker be your guide and 
direct you to the right care for your symptoms. Save time and money by choosin...
    <title> Symptom Checker | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

Issue   7   of   110

Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/virtual-care/enhanced-virtual-care/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

Raw Test Response:

...

<link nonce="lKoSU3BXliWvGh8&#43;SH/kdw" rel="stylesheet" href="https://fonts.googleapis.com/css2?
family=Work+Sans:wght@300;400;500;600;700&display=swap">
...

...
m_source=all\u0026utm_medium=walkincare\u0026utm_campaign=Vanity%20URL"},{"optionName":"Hospitals \u0026 Emergency 
Rooms","optionLink":"https://www.novanthealth.org/home/patients--visitors/locations/hospitals--emergency-
rooms.aspx","optionMobileLink":"https://www.novanthealth.org/home/patients--visitors/locations/hospitals--emergency-
rooms.aspx"}],"locale":"EN_US","fallbackCareType":"TELEMEDICINE"};
      window.conversationId = "7feacbdd-d005-4418-849d-0c359c7bbaa2"
      window.conversationType = "NATIVE_SYMPTOM_CHECK";
      window.externalUserId = "";
      window.nonce = "lKoSU3BXliWvGh8+SH/kdw"; 
      window.isBot =  false ;
      
        window.proxyPath = "/symptom-checker";
      </script><script src="//cdn.split.io/sdk/split-browser-0.9.6.min.js" nonce="lKoSU3BXliWvGh8&#43;SH/kdw"></script>
  
 
  
 
  
  <script nonce="lKoSU3BXliWvGh8&#43;SH/kdw">
    let languageQuery = null;
    if (typeof URLSearchParams !== 'undefined') {
      
...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/virtual-care/enhanced-virtual-care/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health brings Innovative remote patient care to your 
home with medical exam kits. Check your vital signs with a provider’s guidance....
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/mynovant/patient-portal-nc/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    <title> Enhanced Virtual Care | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/mynovant/patient-portal-nc/" rel="canonical" />
    
    <title> Patient Portal NC</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />
    <link rel="stylesheet" href="/dist/sites/NovantHealth/styles.css?v=PRXqz4on0kMb-qxoZIwtlhNodXhdD__a2jxueIZm3vI" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

Issue   10   of   110

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/" rel="canonical" />
    <meta name="description" property="description" content="Learn about your insurance options and choosing one that fits 
your needs." />

    <title> Health Insurance | Novant Health</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/virtual-care/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/virtual-care/" rel="canonical" />
    <meta name="description" property="description" content="Virtual care at Novant Health brings non-emergency care to you 
anywhere, anytime. Take charge of your health on your schedule.  " />

    <title> Virtual Care | Novant Health</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/mynovant/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/mynovant/" rel="canonical" />
    <meta name="description" property="description" content="MyNovant Desc" />

    <title> MyNovant</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/virtual-care/enhanced-virtual-care/tytocare-support/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/virtual-care/enhanced-virtual-care/tytocare-support/" rel="canonical" 
/>
    
    <title> TytoCare Support</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />
    <link rel="stylesheet" href="/dist/sites/NovantHealth/styles.css?v=PRXqz4on0kMb-qxoZIwtlhNodXhdD__a2jxueIZm3vI" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/accepted-insurance-plans/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/accepted-insurance-plans/" 
rel="canonical" />
    <meta name="description" property="description" content="Explore accepted insurance and contracted managed care plans. 
List is subject to change. Questions? Contact Novant Health today." />

    <title> Accepted Health Insurance Plans | Novant Health</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/health-insurance-marketplace/marketplace-questi
ons/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/health-insurance-
marketplace/marketplace-questions/" rel="canonical" />
    <meta name="description" property="description" content="Frequently asked questions for Health Insurance Marketplace." 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/medicaid-managed-care/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

/>

    <title> Marketplace questions | Novant Health</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:
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...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/medicaid-managed-care/" 
rel="canonical" />
    <meta name="description" property="description" content="Benefits under North Carolina’s Medicaid program is undergoing 
change. Read five must know things regarding the state’s new Medicaid progra...
    <title> Medicaid managed care, changes are ahead in NC | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/medicare/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/medicare/" rel="canonical" />
    <meta name="description" property="description" content="Medicare is federal health insurance. It’s available for 
people 65 and older and some younger people with disabilities, end-stage renal dis...
    <title> Medicare Advantage | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/price-transparency/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/for-patients/billing--insurance/price-transparency/" rel="canonical" />
    <meta name="description" property="description" content="We are committed to helping you understand the cost of medical 
procedures and services. " />

    <title> Cost of medical procedures and services | Novant Health</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/financial-assistance/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/for-patients/billing--insurance/financial-assistance/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health provides financial assistance for medically 
necessary services. Patients must meet the eligibility requirements. Learn more, ...
    <title> Financial assistance for the uninsured | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/policy/sms-terms-and-conditions/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/policy/sms-terms-and-conditions/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health is a leading healthcare provider with 15 
hospitals &amp; more than 350 physician practices offering advanced medical treatmen...
    <title> SMS terms and conditions | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/policy/privacy-policy/digital-privacy-policy/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/policy/privacy-policy/digital-privacy-policy/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health is a leading healthcare provider with 15 
hospitals &amp; more than 350 physician practices offering advanced medical treatmen...
    <title> Digital privacy policy | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/virtual-care/remote-patient-monitoring/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/virtual-care/remote-patient-monitoring/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health's Remote Patient Monitoring offers convenient, 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/employer-solutions/on-site-health-services/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

real-time tracking of health conditions from home, ensuring personalized care ...
    <title> Remote Patient Monitoring | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/employer-solutions/employer-resources/downloadable-resources/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/employer-solutions/on-site-health-services/" rel="canonical" />
    <meta name="description" property="description" content="Help improve access to care and save your employees time and 
money — offer medical services directly at your workplace with Novant Health E...
    <title> Onsite Medical Services | Employer Solutions | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

Issue   24   of   110

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/employer-solutions/employer-resources/downloadable-resources/" 
rel="canonical" />
    <meta name="robots" content="NOINDEX, NOFOLLOW">

    <title> Downloadable Resources</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/get-connected/podcasts/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/get-connected/podcasts/" rel="canonical" />
    <meta name="description" property="description" content="Explore and listen to Novant Health's podcasts." />

    <title> Podcasts | Novant Health</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/get-connected/contact-center/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/get-connected/contact-center/" rel="canonical" />
    <meta name="description" property="description" content="How can we help? Use our contact center to express your 
questions, compliments, complaints and/or concerns about Novant Health." />

    <title> Contact Center | Contact Us for Help | Novant Health</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/ask-a-doctor-can-drinking-wine-warm-my-body-in-the-cold

Entity: ask-a-doctor-can-drinking-wine-warm-my-body-in-the-cold (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    
    

...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=660" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/rsv-shot-a-new-ish-tool-for-your-parenting-toolbox

Entity: rsv-shot-a-new-ish-tool-for-your-parenting-toolbox (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=42" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/podcast

Entity: podcast (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=953" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

          <div id="body-container" class="cBuilder article-body"><div class="column clearfix">
  <figure class="figure" max-width="229" style="max-width: 229px;">
    <img src="https://s3.amazonaws.com/cms.ipressroom.com/338/files/20247/novant-health-podcast-meaningful-medicine.png" 
alt="novant-health-podcast-meaningful-medicine" data-size-options="s, thmb, mid, prv, custom, hero, original" data-
resizable="true" data-align-options="true" data-caption="true" data-id="66c816953d6332c197bd77be" is_snippet="true">
    <figcaption class="figure-caption"></figcaption>
  </figure>
 
</div></div>
          
<script type="text/javascript" src="https://support.doctorpodcasting.com/widget/easyXDM.js"></script>
<script type="text/javascript">radiomd_embedded("novant","radiomd-embedded");</script>
<style type="text/css">#radiomd-embedded iframe {width: 100%;border: none;}</style>
<div id="radiomd-embedded" ></div>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/the-accident-broke-my-heart-this-orthopedic-surgeon-fixed-it

Entity: the-accident-broke-my-heart-this-orthopedic-surgeon-fixed-it (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=969" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=383" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/odd-numbness-in-climbers-right-foot-turns-out-to-be-a-spinal-tumor

Entity: odd-numbness-in-climbers-right-foot-turns-out-to-be-a-spinal-tumor (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
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src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=383" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/meaningful-medicine-too-young-for-colorectal-cancer

Entity: meaningful-medicine-too-young-for-colorectal-cancer (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...h.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=98" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/team-members/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/team-members/" rel="canonical" />
    <meta name="description" property="description" content="Your link to important tools and services, such as I-Connect, 
time reporting, benefit enrollment, continuing education opportunities, healt...
    <title> Team member connections | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/team-members/pharmacy-convenience/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/team-members/pharmacy-convenience/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health employee pharmacy, lower co-pays, free home 
delivery, simple refills" />

    <title> Pharmacy | Novant Health</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/search

Entity: search (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=456" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/this-nicu-mom-switched-careers-to-help-parents-navigate-difficult-pregnancies

Entity: this-nicu-mom-switched-careers-to-help-parents-navigate-difficult-pregnancies (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:
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...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=879" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/forms/healthy-headlines-newsletter

Entity: healthy-headlines-newsletter (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

Issue   38   of   110

Raw Test Response:

...

    <meta name="article:category" property="article:category" content="Audience">
    <meta name="article:category" property="article:category" content="Department">
    <link href="https://www.novanthealth.org/Portals/92/Skins/NovantCampaign/css/bootstrap.min.css?cdv=1350" 
type="text/css" rel="stylesheet" />
    <link href="https://www.novanthealth.org/DesktopModules/DnnSharp/Common/static/bootstrap341/css/bootstrap.min.css?
cdv=1350" type="text/css" rel="stylesheet" />
    <link href="https://www.novanthealth.org/DesktopModules/DnnSharp/ActionForm/templates/Form/bootstrap/styles.min.css?
cdv=1350" type="text/css" rel="stylesheet" />
    <link href="https://cdn.jsdelivr.net/npm/bootstrap@5.0.2/dist/css/bootstrap.min.css" rel="stylesheet" 
integrity="sha384-EVSTQN3/azprG1Anm3QDgpJLIm9Nao0Yz1ztcQTwFspd3yD65VohhpuuCOmLASjC" crossorigin="anonymous">
    <link rel="icon" href="https://prod.novanthealth.org/favicon.ico" type="image/x-icon">
    <link rel="stylesheet preload" href="https://prod.novanthealth.org/dist/sites/NovantHealth/styles.css?v=1.0.487.995" 
as="style">
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <style>
    .SubmitButton input[type="submit"] {
        width: 150px;
        height: 50px;
        margin: 0 auto;
        padding: 12px 16px;
        border-radius: 25px;
        border: 0;

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/quiz-time-test-the-strength-of-your-exercise-iq-here

Entity: quiz-time-test-the-strength-of-your-exercise-iq-here (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=821" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/its-rsv-and-flu-season-where-should-you-seek-medical-attention

Entity: its-rsv-and-flu-season-where-should-you-seek-medical-attention (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=207" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/holiday-travel-5-tips-for-taking-off-with-prescription-medications

Entity: holiday-travel-5-tips-for-taking-off-with-prescription-medications (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=510" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/multiple-myeloma-survivor-im-a-walking-miracle

Entity: multiple-myeloma-survivor-im-a-walking-miracle (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:
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...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=519" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/trapped-on-hurricane-ravaged-mountain-with-a-breech-baby-due-at-any-mom
ent

Entity: trapped-on-hurricane-ravaged-mountain-with-a-breech-baby-due-at-any-moment (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=494" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-providers/refer-a-patient/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/for-providers/refer-a-patient/" rel="canonical" />
    <meta name="description" property="description" content="Connecting your patient to Novant Health providers will help 
you find the right people, programs and healthcare services for your patient."...
    <title> Refer a Patient | Provider Resources | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";

12/1/2024 70

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://www.novanthealth.org/for-providers/refer-a-patient/


TOCIssue   44   of   110

Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/imaging/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/imaging/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health's imaging healthcare specialists offer the 
expert, compassionate medical imaging you deserve, including CT scan, MRI, and nuc...
    <title> Imaging Services | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 

12/1/2024 71

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://www.novanthealth.org/services/imaging/


TOCIssue   45   of   110

Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations/medical-centers/hemby-childrens-hospital/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/locations/medical-centers/hemby-childrens-hospital/" rel="canonical" />
    <meta name="description" property="description" content="Hemby Children's Hospital provides specialized, individual 
pediatric care for kids from newborn to teen. See what makes our award-winning c...
    <title> Hemby Children&#x27;s Hospital | Novant Health</title>

...

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/their-baby-struggled-to-breathe-this-team-helped-save-his-life

Entity: their-baby-struggled-to-breathe-this-team-helped-save-his-life (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
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    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=407" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations/clinics/surgical-partners-biltmore/services/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/locations/clinics/surgical-partners-biltmore/services/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health Surgical Partners - Biltmore offers general 
surgery, cancer surgery, traditional surgery and minimally invasive surgery." />

    <title> Surgical services | Novant Health Surgical Partners - Biltmore</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/5-ways-to-prepare-for-flu-season

Entity: 5-ways-to-prepare-for-flu-season (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=785" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/got-a-cough-you-cant-shake

Entity: got-a-cough-you-cant-shake (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=686" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/from-inner-city-d-c-to-neurosurgeon-a-doctors-journey

Entity: from-inner-city-d-c-to-neurosurgeon-a-doctors-journey (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=211" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/whats-the-difference-between-covid-19-flu-and-a-cold

Entity: whats-the-difference-between-covid-19-flu-and-a-cold (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=879" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/7-smart-ways-to-avoid-holiday-weight-gain-+-helpful-recipes

Entity: 7-smart-ways-to-avoid-holiday-weight-gain-+-helpful-recipes (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=941" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
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    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/on-demand-video-visits-put-247-health-care-at-your-fingertips

Entity: on-demand-video-visits-put-247-health-care-at-your-fingertips (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=289" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/when-to-get-your-next-covid-19-booster

Entity: when-to-get-your-next-covid-19-booster (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=682" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations/clinics/glen-meade-obgyn-wilmington/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/nh/ortho-access

Entity: ortho-access (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/locations/clinics/glen-meade-obgyn-wilmington/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health Glen Meade OB/GYN - Wilmington offers prenatal 
care, gynecologic care and fertility help in Wilmington, NC." />

    <title> Wilmington women&#x27;s care | Novant Health Glen Meade OB/GYN</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/nh/ortho-access/" rel="canonical" />
    <meta name="description" property="description" content="Joint pain and knee and shoulder injuries can make you feel 
like your life is on hold. Don't wait to get care - find a joint specialist or ...
    <title> Orthopedic walk-in care near you for joint pain and injury | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/novant-health-announces-new-three-tiered-strategy-to-address-disparities-in-materna
l-and-infant-health

Entity: novant-health-announces-new-three-tiered-strategy-to-address-disparities-in-maternal-and-infant-health (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

    
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <link rel="stylesheet" 
href="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/css/theme.css?v=2024-05-08">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    

    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/jquery-
3.3.1.min.js"></script>
    
    
  <meta name="Robots" content="Noindex, Nofollow">
  
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     
...

...

    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.tmpl.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.cookie.js" type="text/javascript"></script>
    <script type="text/javascript" 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/fancybox.umd.js"></script>
    <script src="https://cdn.jsdelivr.net/npm/masonry-layout@4.2.2/dist/masonry.pkgd.min.js" integrity="sha384-
GNFwBvfVxBkLMJpYMOABq3c+d3KnQxudP/mGPkzpZSTYykLBNsZEnG2D9G/X/+7D" crossorigin="anonymous"></script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/imagesloaded.pkgd.min.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.util.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.tab.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/tiny-slider.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/briefcase.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/alertsForm.js">
</script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/cancer/digestive-system-cancers/liver/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/ipr.loadondemand.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/theme.js"></script>
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/cancer/digestive-system-cancers/liver/" rel="canonical" />
    <meta name="description" property="description" content="Liver cancer treatment at Novant Health combines advanced 
oncology services with personalized care to improve outcomes for liver cancer pat...
    <title> Liver Cancer Treatment with Advanced Oncology Services | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/are-you-heart-smart

Entity: are-you-heart-smart (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=407" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/pm/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/why-high-blood-pressure-is-so-dangerous-and-how-you-can-control-it

Entity: why-high-blood-pressure-is-so-dangerous-and-how-you-can-control-it (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

...

CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea44b290f794566-ATL

... rel="icon" type="image/x-icon" href="/pm/favicon.ico"><link data-n-head="1" rel="stylesheet" 
href="https://cloud.typography.com/6483260/6135632/css/fonts.css"><script data-n-head="1" 
src="/pm/scripts/cohesion.production.js"></script><base href="/pm/"><link ...

...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=667" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/aging-doesnt-have-to-be-painful-key-steps-you-can-take

Entity: aging-doesnt-have-to-be-painful-key-steps-you-can-take (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
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    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=149" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/are-you-a-parent-who-knows-their-rsvs

Entity: are-you-a-parent-who-knows-their-rsvs (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=492" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/yes-you-can-get-covid-and-flu-vaccines-together

Entity: yes-you-can-get-covid-and-flu-vaccines-together (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=489" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/pharmacy/specialty-pharmacy-for-patients/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

Issue   66   of   110

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/pharmacy/specialty-pharmacy-for-patients/" rel="canonical" />
    <meta name="robots" content="NOINDEX, NOFOLLOW">

    <title> Specialty Pharmacy for Patients</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

12/1/2024 98



Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/cancer/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/cancer/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health's cancer center delivers comprehensive oncology 
services, including personalized treatment plans and cutting-edge cancer care...
    <title> Cancer Center Offering Comprehensive Oncology Services | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/how-one-man-is-using-his-incurable-cancer-diagnosis-to-inspire-others

Entity: how-one-man-is-using-his-incurable-cancer-diagnosis-to-inspire-others (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=347" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/cancer-on-the-clock-how-women-can-navigate-a-career-during-cancer-treatm
ent

Entity: cancer-on-the-clock-how-women-can-navigate-a-career-during-cancer-treatment (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=937" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/Brunswick-Medical-Center-hurricanes

Entity: Brunswick-Medical-Center-hurricanes (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=779" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/expertise-and-empathy-team-approach-wins-the-day-for-colon-cancer-patient

Entity: expertise-and-empathy-team-approach-wins-the-day-for-colon-cancer-patient (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=146" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/heres-what-young-adults-should-know-about-the-alarming-rise-in-early-onset-
colorectal-cancers

Entity: heres-what-young-adults-should-know-about-the-alarming-rise-in-early-onset-colorectal-cancers (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=644" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/marathoner-did-not-let-colorectal-cancer-knock-her-off-her-path

Entity: marathoner-did-not-let-colorectal-cancer-knock-her-off-her-path (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
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    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=537" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations/medical-centers/betty-h-cameron-womens--childrens-hospital/family-resources/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/locations/medical-centers/betty-h-cameron-womens--childrens-hospital/family-
resources/" rel="canonical" />
    <meta name="description" property="description" content="We offer resources to support your family while your child is 
hospitalized at the Betty H. Cameron Women’s & Children’s Hospital. 
" />
<me...

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/stroke-care/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/stroke-care/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health offers award-winning comprehensive stroke care 
using advanced artificial intelligence technology to treat stroke patients in ...
    <title> Stroke Services | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/why-the-mediterranean-diet-is-so-popular-and-smart

Entity: why-the-mediterranean-diet-is-so-popular-and-smart (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    

...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=317" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/38-healthy-snacks-that-could-change-your-life-in-2021

Entity: 38-healthy-snacks-that-could-change-your-life-in-2021 (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
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href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=941" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/3-healthy-hearty-winter-recipes-to-keep-you-warm-and-happy

Entity: 3-healthy-hearty-winter-recipes-to-keep-you-warm-and-happy (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=298" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/4-realizations-3-recipes-around-healthier-holiday-meals

Entity: 4-realizations-3-recipes-around-healthier-holiday-meals (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=785" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/releases

Entity: releases (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Raw Test Response:

...

    
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <link rel="stylesheet" 
href="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/css/theme.css?v=2024-05-08">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    

    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/jquery-
3.3.1.min.js"></script>
    
    
  <meta name="Robots" content="Noindex, Nofollow">
  
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     
...

...

    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.tmpl.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.cookie.js" type="text/javascript"></script>
    <script type="text/javascript" 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/fancybox.umd.js"></script>
    <script src="https://cdn.jsdelivr.net/npm/masonry-layout@4.2.2/dist/masonry.pkgd.min.js" integrity="sha384-
GNFwBvfVxBkLMJpYMOABq3c+d3KnQxudP/mGPkzpZSTYykLBNsZEnG2D9G/X/+7D" crossorigin="anonymous"></script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/imagesloaded.pkgd.min.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.util.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.tab.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/tiny-slider.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/briefcase.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/alertsForm.js">
</script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/ipr.loadondemand.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/theme.js"></script>
    
<script src="https://cdn.jsdelivr.net/npm/masonry-layout@4.2.2/dist/masonry.pkgd.mi...

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/spinach-stuff-chicken-is-easy-delicious-and-healthy

Entity: spinach-stuff-chicken-is-easy-delicious-and-healthy (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=914" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/resources

Entity: resources (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

    
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <link rel="stylesheet" 
href="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/css/theme.css?v=2024-05-08">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    

    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/jquery-
3.3.1.min.js"></script>
    
    
  <meta name="Robots" content="Noindex, Nofollow">
  
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     
...

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/awards

Entity: awards (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

      <aurora-footer></aurora-footer>
      
    </div>
    
  
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.tmpl.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.cookie.js" type="text/javascript"></script>
    <script type="text/javascript" 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/fancybox.umd.js"></script>
    <script src="https://cdn.jsdelivr.net/npm/masonry-layout@4.2.2/dist/masonry.pkgd.min.js" integrity="sha384-
GNFwBvfVxBkLMJpYMOABq3c+d3KnQxudP/mGPkzpZSTYykLBNsZEnG2D9G/X/+7D" crossorigin="anonymous"></script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/imagesloaded.pkgd.min.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.util.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.tab.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/tiny-slider.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/briefcase.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/alertsForm.js">
</script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/ipr.loadondemand.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/theme.js"></script>
    

...

Raw Test Response:

...

    
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <link rel="stylesheet" 
href="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/css/theme.css?v=2024-05-08">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    

    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/jquery-
3.3.1.min.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/facility-information

Entity: facility-information (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
  <meta name="Robots" content="Noindex, Nofollow">
  
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     
...

...

    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.tmpl.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.cookie.js" type="text/javascript"></script>
    <script type="text/javascript" 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/fancybox.umd.js"></script>
    <script src="https://cdn.jsdelivr.net/npm/masonry-layout@4.2.2/dist/masonry.pkgd.min.js" integrity="sha384-
GNFwBvfVxBkLMJpYMOABq3c+d3KnQxudP/mGPkzpZSTYykLBNsZEnG2D9G/X/+7D" crossorigin="anonymous"></script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/imagesloaded.pkgd.min.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.util.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.tab.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/tiny-slider.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/briefcase.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/alertsForm.js">
</script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/ipr.loadondemand.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/theme.js"></script>
    
<script type="text/javascript" src="/media/themes/6387be0bb3aed334963082b5/js/boots...

...

Raw Test Response:
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...

    
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <link rel="stylesheet" 
href="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/css/theme.css?v=2024-05-08">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    

    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/jquery-
3.3.1.min.js"></script>
    
    
  <meta name="Robots" content="Noindex, Nofollow">
  
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     
...

...

    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.tmpl.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.cookie.js" type="text/javascript"></script>
    <script type="text/javascript" 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/fancybox.umd.js"></script>
    <script src="https://cdn.jsdelivr.net/npm/masonry-layout@4.2.2/dist/masonry.pkgd.min.js" integrity="sha384-
GNFwBvfVxBkLMJpYMOABq3c+d3KnQxudP/mGPkzpZSTYykLBNsZEnG2D9G/X/+7D" crossorigin="anonymous"></script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/imagesloaded.pkgd.min.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.util.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.tab.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/tiny-slider.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/briefcase.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/alertsForm.js">
</script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/ipr.loadondemand.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/theme.js"></script>
    
<script type="text/javascript" src="/media/themes/6387be0bb3aed334963082b5/js/boots...

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/releases-20241113

Entity: releases-20241113 (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

    
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <link rel="stylesheet" 
href="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/css/theme.css?v=2024-05-08">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    

    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/jquery-
3.3.1.min.js"></script>
    
    
  <meta name="Robots" content="Noindex, Nofollow">
  
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     
...

...

    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.tmpl.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.cookie.js" type="text/javascript"></script>
    <script type="text/javascript" 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/fancybox.umd.js"></script>
    <script src="https://cdn.jsdelivr.net/npm/masonry-layout@4.2.2/dist/masonry.pkgd.min.js" integrity="sha384-
GNFwBvfVxBkLMJpYMOABq3c+d3KnQxudP/mGPkzpZSTYykLBNsZEnG2D9G/X/+7D" crossorigin="anonymous"></script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/imagesloaded.pkgd.min.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.util.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.tab.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/tiny-slider.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/briefcase.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/alertsForm.js">
</script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/ipr.loadondemand.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/why-our-joints-might-hurt-more-when-its-cold-and-what-you-can-do

Entity: why-our-joints-might-hurt-more-when-its-cold-and-what-you-can-do (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/theme.js"></script>
    

...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=538" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/we-were-pretty-nervous

Entity: we-were-pretty-nervous (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
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    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=352" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/30-something-with-colon-cancer

Entity: 30-something-with-colon-cancer (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=597" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/beating-incurable-one-mans-battle-against-cancer

Entity: beating-incurable-one-mans-battle-against-cancer (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=785" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  

12/1/2024 127

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://www.novanthealth.org/healthy-headlines/beating-incurable-one-mans-battle-against-cancer


TOCIssue   89   of   110

Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/pediatrics/pediatric-primary-care/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/do-you-need-probiotics

Entity: do-you-need-probiotics (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/pediatrics/pediatric-primary-care/" rel="canonical" />
    <meta name="description" property="description" content="The experienced pediatric healthcare professionals at Novant 
Health provide exceptional, compassionate pediatric primary care services." />...
    <title> Pediatric Primary Care | Novant Health</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=207" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/resources/executive-headshots

Entity: executive-headshots (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

    
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <link rel="stylesheet" 
href="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/css/theme.css?v=2024-05-08">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    

    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/jquery-
3.3.1.min.js"></script>
    
    
  <meta name="Robots" content="Noindex, Nofollow">
  
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     
...

...

      
      <aurora-footer></aurora-footer>
      
    </div>
    
  
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.tmpl.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.cookie.js" type="text/javascript"></script>
    <script type="text/javascript" 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/fancybox.umd.js"></script>
    <script src="https://cdn.jsdelivr.net/npm/masonry-layout@4.2.2/dist/masonry.pkgd.min.js" integrity="sha384-
GNFwBvfVxBkLMJpYMOABq3c+d3KnQxudP/mGPkzpZSTYykLBNsZEnG2D9G/X/+7D" crossorigin="anonymous"></script>
    <script 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/mindful-eating

Entity: mindful-eating (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/imagesloaded.pkgd.min.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.util.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.tab.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/tiny-slider.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/briefcase.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/alertsForm.js">
</script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/ipr.loadondemand.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/theme.js"></script>
    

...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=573" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/breast-health/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

        </div>
        <div>
          
    <script type="text/javascript" src="https://www.google.com/recaptcha/api.js"></script>
...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/comments.js?ver=2"></script>
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...
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Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/breast-health/" rel="canonical" />
    <meta name="description" property="description" content="Our goal at Novant Health is to make it easy for you to get 
life-saving breast care, which includes breast screenings such as mammograms an...
    <title> Breast Health | Screenings, Mammography &amp; Detection | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations/clinics/corelife-novant-health/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/locations/clinics/corelife-novant-health/" rel="canonical" />
    <meta name="robots" content="NOINDEX, NOFOLLOW">

    <title> CoreLife Novant Health</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations/medical-centers/coastal-carolina-hospital/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/locations/medical-centers/coastal-carolina-hospital/" rel="canonical" />
    <meta name="description" property="description" content="Coastal Carolina Hospital provides Hardeeville, SC the highest 
level of compassionate care, including maternity, emergency, imaging, rehabi...
    <title> Coastal Carolina Hospital | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/resources/video-b-roll

Entity: video-b-roll (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    

...

Raw Test Response:

...

    
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <link rel="stylesheet" 
href="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/css/theme.css?v=2024-05-08">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    

    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/jquery-
3.3.1.min.js"></script>
    
    
  <meta name="Robots" content="Noindex, Nofollow">
  
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     
...

...

      
      <aurora-footer></aurora-footer>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/resources/search

Entity: search (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

      
    </div>
    
  
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.tmpl.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.cookie.js" type="text/javascript"></script>
    <script type="text/javascript" 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/fancybox.umd.js"></script>
    <script src="https://cdn.jsdelivr.net/npm/masonry-layout@4.2.2/dist/masonry.pkgd.min.js" integrity="sha384-
GNFwBvfVxBkLMJpYMOABq3c+d3KnQxudP/mGPkzpZSTYykLBNsZEnG2D9G/X/+7D" crossorigin="anonymous"></script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/imagesloaded.pkgd.min.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.util.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.tab.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/tiny-slider.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/briefcase.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/alertsForm.js">
</script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/ipr.loadondemand.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/theme.js"></script>
    

...

Raw Test Response:

...

    
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <link rel="stylesheet" 
href="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/css/theme.css?v=2024-05-08">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    

    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/jquery-
3.3.1.min.js"></script>
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  <meta name="Robots" content="Noindex, Nofollow">
  
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     
...

...

      
      <aurora-footer></aurora-footer>
      
    </div>
    
  
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.tmpl.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.cookie.js" type="text/javascript"></script>
    <script type="text/javascript" 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/fancybox.umd.js"></script>
    <script src="https://cdn.jsdelivr.net/npm/masonry-layout@4.2.2/dist/masonry.pkgd.min.js" integrity="sha384-
GNFwBvfVxBkLMJpYMOABq3c+d3KnQxudP/mGPkzpZSTYykLBNsZEnG2D9G/X/+7D" crossorigin="anonymous"></script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/imagesloaded.pkgd.min.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.util.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.tab.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/tiny-slider.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/briefcase.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/alertsForm.js">
</script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/ipr.loadondemand.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/theme.js"></script>
    
  <script type="text/javascript" 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/fancybox.umd.js"></script>
  <script type="text/javascript">
    $(document).ready(function(){
      Fancybox.bind(...

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/neurology

Entity: neurology (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/neurology/" rel="canonical" />
    <meta name="description" property="description" content="Neurosurgery at Novant Health offers advanced treatments for 
brain, spine, and nervous system conditions, ensuring expert care for complex ...
    <title> Neurosurgery &amp; Neurological Care Treatment Options | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/neurology/spine/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/neurology/spine/" rel="canonical" />
    <meta name="description" property="description" content="Discover top-tier spinal care at Novant Health, where our 
specialists provide innovative treatments for spine-related conditions and injuri...
    <title> Spinal Care Treatment Centers | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations/emergency-rooms

Entity: emergency-rooms (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/locations/emergency-rooms/" rel="canonical" />
    <meta name="description" property="description" content="Find the nearest Novant Health hospital or emergency room to 
you. Our medical centers are always open. Get directions, phone numbers & more...
    <title> Hospitals and emergency room locations | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);

12/1/2024 142

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://www.novanthealth.org/locations/emergency-rooms


TOCIssue   101   of   110

Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/cancer

Entity: cancer (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/cancer/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health's cancer center delivers comprehensive oncology 
services, including personalized treatment plans and cutting-edge cancer care...
    <title> Cancer Center Offering Comprehensive Oncology Services | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations/medical-centers/brunswick-medical-center

Entity: brunswick-medical-center (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/locations/medical-centers/brunswick-medical-center/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health Brunswick Medical Center provides emergency 
services, maternity care, surgery, outpatient diagnostic testing and more. Explor...
    <title> Brunswick Medical Center | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/newsroom/file

Entity: file (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

    
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <link rel="stylesheet" 
href="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/css/theme.css?v=2024-05-08">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/jquery-
3.3.1.min.js"></script>
    
    
  <meta name="Robots" content="Noindex, Nofollow">
  
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     
...

...

      
      <aurora-footer></aurora-footer>
      
    </div>
    
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.tmpl.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//static/js/jquery.cookie.js" type="text/javascript"></script>
    <script type="text/javascript" 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/fancybox.umd.js"></script>
    <script src="https://cdn.jsdelivr.net/npm/masonry-layout@4.2.2/dist/masonry.pkgd.min.js" integrity="sha384-
GNFwBvfVxBkLMJpYMOABq3c+d3KnQxudP/mGPkzpZSTYykLBNsZEnG2D9G/X/+7D" crossorigin="anonymous"></script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/imagesloaded.pkgd.min.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.util.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/bootstrap.tab.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/tiny-slider.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/briefcase.js">
</script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/alertsForm.js">
</script>
    <script 
src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/ipr.loadondemand.js"></script>
    <script src="https://novanthealthnewsroom.iprsoftware.com//media/themes/6387be0bb3aed334963082b5/js/theme.js"></script>
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/sugar-shutdown-healthy-fats

Entity: sugar-shutdown-healthy-fats (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=293" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
    
    
    

    
    
    
    

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations

Entity: locations (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/locations/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health provides convenient locations when and where you 
need them. Search for a hospital, Emergency Department, Urgent Care, Clinic,...
    <title> Novant Health Locations</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/blog_post-20241126

Entity: blog_post-20241126 (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:

...

...lth.iprsoftware.com//media/sites/338/images/favicon.ico" />
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/jquery-3.6.0.min.js"></script>
    
    <script src="https://kit.fontawesome.com/0cb8c2e748.js" crossorigin="anonymous"></script>
    <link rel="stylesheet" href="https://use.typekit.net/bbp1ysa.css">
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/bootstrap-grid.min.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/base.css" />
    <link rel="stylesheet" type="text/css" 
href="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/css/theme.css?v=42" />
    <!-- Aurora header-->
    <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/normalize/8.0.1/normalize.min.css" 
integrity="sha512-NhSC1YmyruXifcj/KFRWoC561YpHpc5Jtzgvbuzx5VozKpWvQ+4nXhPdFgmx8xqexRcpAglTj9sIBWINXa8x5w==" 
crossorigin="anonymous" referrerpolicy="no-referrer" />
    <link rel="stylesheet" href="https://fonts.googleapis.com/css2?family=Work+Sans:wght@300;400;500;600;700&display=swap">
    <link rel="stylesheet" href="https://auroracomponents.novanthealth.org/static/styles/nh-theme.css">
    <script src="https://auroracomponents.novanthealth.org/static/cdn/main.js"></script>
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/rehabilitation/locations/

Entity: (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    
   
  

  

  
  

  
     
     <link href="https://admin.iprsoftware.com/static/contentbuilder/contentbuilder-content.css" rel="stylesheet" 
type="text/css" />
      
     

...

...

    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/bootstrap.bundle.min.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/ipr.loadondemand.js"></script>
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/script.js"></script> 
    
    <script type="text/javascript" 
src="https://novanthealth.iprsoftware.com//media/themes/6324e0c3b3aed325b4015310/js/custom.js"></script>
    <script src="/static/js/srt-support-for-html5-videos.js" type="text/javascript"></script>
    
  </body>
</html>
...

Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/weight-loss-services/lifestyle-and-wellness/Nutrition

Entity: Nutrition (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised

    <link href="https://www.novanthealth.org/services/rehabilitation/locations/" rel="canonical" />
    <meta name="description" property="description" content="Novant Health offers a range of rehabilitation services in the 
greater Charlotte and Winston-Salem areas, as well as Carolina Shores. Find ...
    <title> Locations | Rehabilitation | Novant Health </title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...

Raw Test Response:
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...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/weight-loss-services/lifestyle-and-wellness/Nutrition/" 
rel="canonical" />
    <meta name="keywords" property="keywords" content="Explore Novant Health's nutrition and dietitian services, featuring 
expert guidance and personalized plans to support your health and wellness go...
    <title> Nutrition | Weight Loss Services | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations/clinics/corelife-novant-health

Entity: corelife-novant-health (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/locations/clinics/corelife-novant-health/" rel="canonical" />
    <meta name="robots" content="NOINDEX, NOFOLLOW">

    <title> CoreLife Novant Health</title>
    <link rel="icon" href="/favicon.ico" type="image/x-icon" />

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
    
    
    

...
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Check for SRI (Subresource Integrity) support
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/sports-medicine

Entity: sports-medicine (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change

Cause: SRI (Subresource Integrity) not supported

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they didn't compromised
Raw Test Response:

...

<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
....org/logs/add/ https://api.webanalytics.novanthealth.org/logs/ https://*.health-connections.org&#xA;https://freshpaint-
cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js https://perfalytics.com/static/js/freshpaint.js 
https://js.monitor.azure.com/scripts/b/ai.2.gbl.min...
    <link href="https://www.novanthealth.org/services/sports-medicine/" rel="canonical" />
    <meta name="description" property="description" content="If you have a sports injury or concussion, our sports medicine 
specialists provide the care and treatment necessary for long-term recovery ...
    <title> Sports Medicine &#x2014; Concussion &amp; Injury Care | Novant Health</title>

...

...

...shpaint.init("7e3ff947-44fd-42fb-a129-5e0d20e33452");
    freshpaint.page();
</script>
<script src="https://freshpaint-cdn.com/js/7e3ff947-44fd-42fb-a129-5e0d20e33452/freshpaint.js"></script>
    
    

    <script>
!function(T,l,y){var 
S=T.location,k="script",D="instrumentationKey",C="ingestionendpoint",I="disableExceptionTracking",E="ai.device.",b="toLower
Case",w="crossOrigin",N="POST",e="appInsigh...

...

...

    <script>
        var msg = "This website is not supported in Internet Explorer. Please use Chrome, Firefox or Edge";
        var errURL = "https://www.google.com/chrome/";
        var ua = window.navigator.userAgent;
        if (ua.indexOf('Trident') > -1 || ua.indexOf('MSIE') > -1) {
          alert(msg);
          document.location= errURL;
        }
    </script>
    <script src='https://nh.health-connections.org/pf/datum/cohesion/lptk/novanthealthorg/bundle.js'></script>
</head>
<body>
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Issue   1   of   30

Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: iv (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

    

...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:02 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b609baaadd24-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: tglr_req (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Issue   3   of   30

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:04 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6163c7ab0c7-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

12/1/2024 156

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C
https://www.novanthealth.org/


TOC

Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: partner (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Issue   4   of   30

Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: _ga_SHDEW40S98 (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Original Response

...
roveanalytics.io https://d.agkn.com/ https://dermnetnz.org/ https://cdn.jsdelivr.net/ https://uat.novanthealth.org/ 
https://prod.novanthealth.org/ https://www2.novanthealth.org/ https://a.mktgcdn.com/...
Server: cloudflare
CF-RAY: 8ea3b68a9c07bfac-ATL
Set-Cookie: partner=; Path=/; Max-Age=86400; HttpOnly
Set-Cookie: user_id=d96c914c-4df4-43df-ada9-029d0d0fb1e3; Path=/; Max-Age=31536000; HttpOnly

<!DOCTYPE html><html lang="en"><head><meta charset="utf-8"><title>Clearstep</title><meta http-equiv="X-UA-Compatible" 
content="IE=edge"><meta content="width=device-width,initial-scale=1" name="viewpor...

...

Original Response
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: pmpdid (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:24 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Vary: Origin
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
feature-policy: geolocation 'self';
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
cf-cache-status: DYNAMIC
report-to: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v4?
s=MgSvuGC%2BX%2FLtdX9Ej6Kyi0208qz3%2Fnh7xAbPCwLIga5A%2BYb9IxAH6c96ptqmzEJ5az%2BG02aQwm2lNpx4aYdKseXq7LdgXkLYFsznTLT3eVz7Ye3
uU19Jln1kc46Ly9%2F5V0LkEZYU3Lg%2F"}],"group":"cf-nel","max_age":604800}
nel: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server-Timing: cfL4;desc="?
proto=TCP&rtt=3381&min_rtt=1598&rtt_var=1469&sent=138&recv=82&lost=0&retrans=0&sent_bytes=134988&recv_bytes=23308&delivery_
rate=4539509&cwnd=254&unsent_bytes=0&cid=6a5cb8894929f2ee&ts=1816&x=0"
Content-Security-Policy: font-src 'self'  https://fonts.googleapis.com/ https://fonts.gstatic.com/s/worksans/;     
img-src 'self'  https://www.google-analytics.com www.google-analytics.com     data: 
https://maps.googleapis.com https://bat.bing.com www.facebook.com https://*.global.siteimproveanalytics.io 
https://d.agkn.com/ https://dermnetnz.org/ https://cdn.jsdelivr.net/ https://uat.novanthealth.org/ 
https://prod.novanthealth.org/ https://www2.novanthealth.org/ https://a.mktgcdn.com/ http://a.mktgcdn.com/;     
frame-src 'self' https://clearstep.cloud.looker.com https://analytics.clearstep.health...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:06 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b621fd056771-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org
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Issue   6   of   30

Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: __tld__ (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Issue   7   of   30

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:25 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b68ffa67675a-ATL

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
    <meta http-equiv="Content-Security-Policy" content="default-src &#x27;unsafe-inline&#x27; &#x27;self&#x27; 
&#x27;unsafe-eval&#x27; https://fonts.googleapis.com https://*.novanthealth.org https://ma...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: alert (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Issue   8   of   30

Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: is (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:25 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6908e5abf78-ATL

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
    <meta http-equiv="Content-Security-Policy" content="default-src &#x27;unsafe-inline&#x27; &#x27;self&#x27; 
&#x27;unsafe-eval&#x27; https://fonts.googleapis.com https://*.novanthealth.org https://ma...
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Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Issue   9   of   30

Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: ai_user (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:08 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b62f1a49bfac-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:09 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b631eb3ced8b-ATL
Set-Cookie: EPiStateMarker=true; path=/
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: ai_session (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:11 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b63dce4ab0c7-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Issue   11   of   30

Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: pmpredir (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:11 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6403d64bae3-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: tglr_anon_id (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:12 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b641fbbfbfe0-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: ARRAffinitySameSite (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

...

Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b643bf36675b-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">

...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: mp_eventQueue (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:13 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b64d4e11675b-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: chsn_cnsnt (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:14 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6507caf44fb-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: mp_7e3ff947 (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:14 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6529b84dd25-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: fpjs_user_id (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Issue   18   of   30

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:15 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6560b78b0c7-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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https://www.novanthealth.org/
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: ARRAffinity (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Issue   19   of   30

Original Response

...

Date: Fri, 29 Nov 2024 15:43:15 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6575fbbbfe0-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">

...

12/1/2024 170
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: tglr_sess_count (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:15 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6583fb444fb-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: tglr_tenant_id (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:15 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b65aadc0bfe0-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: ajs (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Issue   22   of   30

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:16 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b65efe867bd5-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C
https://www.novanthealth.org/
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: EPiStateMarker (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

...

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:16 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b65ef9b8b0c7-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>

...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: __mp_opt_in_out_7e3ff947 (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:17 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6648cadbfac-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: tglr_ref (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:17 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6635cdedd25-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: fpjs_group_id (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:19 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b66e1c62b03a-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: tglr_sess_id (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:19 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6710b61dd25-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: ajs_anonymous_id (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.
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Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:20 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6774b0bb03a-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: aurora (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Issue   29   of   30

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:21 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Age: 0
Cache-Control: private,no-cache,no-store,max-age=0,must-revalidate
ETag: W/"qqj1rvp4ynawc"
Vary: Accept-Encoding
Via: 1.1 426461ac6e9a3bd7fa011ad672ee0062.cloudfront.net (CloudFront)
Strict-Transport-Security: max-age=31536000
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
cache-status: "Netlify Durable"; fwd=stale; ttl=30588962
cache-status: "Netlify Edge"; fwd=miss
Content-Security-Policy: default-src 'self' data: https://*.health-connections.org https://*.novanthealth.org 
https://player.vimeo.com https://*.redventures.io; script-src 'self' 'unsafe-eval' 'unsafe-inline' 
https://*.novanthealth.org https://*.health-connections.org https://*.health-connections.org https://*.googleapis.com 
https://*.netlify.app https://ingesteer.services-prod.nsvcs.net https://player.vimeo.com https://*.redventures.io 
https://cdn.cohesionapps.com/cohesion/ext/preview.min.js 
https://cdnjs.cloudflare.com/ajax/libs/dompurify/3.0.6/purify.min.js https://perfalytics.com https://perfalytics.com 
https://freshpaint-cdn.com; img-src 'self' data: https://*.rvohealth.com https://www.novanthealth.org 
https://maps.gstatic.com/ https://*.googleapis.com https://player.vimeo.com https://*.health-connections.org 
https://*.redventures.io; connect-src 'self' https://*.rvohealth.com https://*.health-connections.org 
https://*.googleapis.com https://*.novanthealth.org https://ingesteer.services-prod.nsvcs.net https://*.redventures.io 
https://perfalytics.com https://api.perfalytics.com https://novant-feature-flagger.netlify.app/api; child-src 
https://app.netlify.com https://cdn.rvohealth.com...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: NovantECID (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

Issue   30   of   30

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:21 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Age: 0
Cache-Control: private,no-cache,no-store,max-age=0,must-revalidate
ETag: W/"qqj1rvp4ynawc"
Vary: Accept-Encoding
Via: 1.1 426461ac6e9a3bd7fa011ad672ee0062.cloudfront.net (CloudFront)
Strict-Transport-Security: max-age=31536000
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
cache-status: "Netlify Durable"; fwd=stale; ttl=30588962
cache-status: "Netlify Edge"; fwd=miss
Content-Security-Policy: default-src 'self' data: https://*.health-connections.org https://*.novanthealth.org 
https://player.vimeo.com https://*.redventures.io; script-src 'self' 'unsafe-eval' 'unsafe-inline' 
https://*.novanthealth.org https://*.health-connections.org https://*.health-connections.org https://*.googleapis.com 
https://*.netlify.app https://ingesteer.services-prod.nsvcs.net https://player.vimeo.com https://*.redventures.io 
https://cdn.cohesionapps.com/cohesion/ext/preview.min.js 
https://cdnjs.cloudflare.com/ajax/libs/dompurify/3.0.6/purify.min.js https://perfalytics.com https://perfalytics.com 
https://freshpaint-cdn.com; img-src 'self' data: https://*.rvohealth.com https://www.novanthealth.org 
https://maps.gstatic.com/ https://*.googleapis.com https://player.vimeo.com https://*.health-connections.org 
https://*.redventures.io; connect-src 'self' https://*.rvohealth.com https://*.health-connections.org 
https://*.googleapis.com https://*.novanthealth.org https://ingesteer.services-prod.nsvcs.net https://*.redventures.io 
https://perfalytics.com https://api.perfalytics.com https://novant-feature-flagger.netlify.app/api; child-src 
https://app.netlify.com https://cdn.rvohealth.com...
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Cookie with Insecure or Improper or Missing SameSite attribute
Severity: Medium

CVSS Score: 4.7

CVSS Vector: AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: user_id (Cookie)

Risk: Prevent cookie information leakage by restricting cookies to first-party or same-site context, Attacks can extend to Cross-Site-
Request-Forgery (CSRF) attacks if there are no additional protections in place (such as Anti-CSRF tokens).

Cause: Sensitive Cookie with Improper or Insecure or Missing SameSite Attribute

Fix: Review possible solutions for configuring SameSite Cookie attribute to recommended values

Reasoning: The response contains Sensitive Cookie with Insecure or Improper or Missing SameSite attribute, which may lead to
Cookie information leakage, which may extend to Cross-Site-Request-Forgery(CSRF) attacks if there are no additional
protections in place.

M Missing Secure Attribute in Encrypted Session (SSL) Cookie   28 TOC

Issue   1   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: iv (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Original Response

...
http://a.mktgcdn.com/;     frame-src 'self' https://clearstep.cloud.looker.com https://analytics.clearstep.health  
https://insight.adsrvr.org/ https://tuftsmedauth.azurewebsites.net/ https://tuftsmeda...
Server: cloudflare
CF-RAY: 8ea3b6850b2dbfac-ATL
Set-Cookie: partner=; Path=/; Max-Age=86400; HttpOnly
Set-Cookie: user_id=d63fcbdd-9c90-471c-8f52-5d8b32f6a056; Path=/; Max-Age=31536000; HttpOnly

<!DOCTYPE html><html lang="en"><head><meta charset="utf-8"><title>Clearstep</title><meta http-equiv="X-UA-Compatible" 
content="IE=edge"><meta content="width=device-width,initial-scale=1" name="viewpor...

...

12/1/2024 182

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:U/RL:O/RC:C
https://www.novanthealth.org/
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
https://www.novanthealth.org/


TOC

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   2   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: tglr_req (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:02 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b607aab3bcda-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:03 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b60d2a7abcda-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org
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Issue   3   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: _ga_SHDEW40S98 (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   4   of   28

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:23 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Vary: Origin
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
feature-policy: geolocation 'self';
Referrer-Policy: same-origin
X-Content-Type-Options: nosniff
cf-cache-status: DYNAMIC
report-to: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v4?
s=RzEsnqgat2f4lJcuR6ZQJWmdchpAwytnFiwWVGIMl70lw%2BnqVBPYlguauCg4nqGiTRei5%2FnnwJA6ZHvsozz7gryzcZPqQUVNOVMpNsrzOUWBklXNIZ3AA
GPQ8mpPNLSyI3IQD0Gd3noT"}],"group":"cf-nel","max_age":604800}
nel: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}
Server-Timing: cfL4;desc="?
proto=TCP&rtt=3838&min_rtt=1598&rtt_var=3167&sent=87&recv=62&lost=0&retrans=0&sent_bytes=82634&recv_bytes=15732&delivery_ra
te=3814357&cwnd=254&unsent_bytes=0&cid=6a5cb8894929f2ee&ts=940&x=0"
Content-Security-Policy: font-src 'self'  https://fonts.googleapis.com/ https://fonts.gstatic.com/s/worksans/;     
img-src 'self'  https://www.google-analytics.com www.google-analytics.com     data: 
https://maps.googleapis.com https://bat.bing.com www.facebook.com https://*.global.siteimproveanalytics.io 
https://d.agkn.com/ https://dermnetnz.org/ https://cdn.jsdelivr.net/ https://uat.novanthealth.org/ 
https://prod.novanthealth.org/ https://www2.novanthealth.org/ https://a.mktgcdn.com/ http://a.mktgcdn.com/;     
frame-src 'self' https://clearstep.cloud.looker.com https://analytics.clearstep.health...
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Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: pmpdid (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   5   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: alert (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:04 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b615e955bcda-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   6   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: __tld__ (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:24 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b68c9b1edd25-ATL

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
    <meta http-equiv="Content-Security-Policy" content="default-src &#x27;unsafe-inline&#x27; &#x27;self&#x27; 
&#x27;unsafe-eval&#x27; https://fonts.googleapis.com https://*.novanthealth.org https://ma...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:24 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b68deb8db0e5-ATL

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
    <meta http-equiv="X-UA-Compatible" content="IE=edge">
    <meta name="viewport" content="width=device-width, initial-scale=1.0, minimum-scale=1.0">
    <meta http-equiv="Content-Security-Policy" content="default-src &#x27;unsafe-inline&#x27; &#x27;self&#x27; 
&#x27;unsafe-eval&#x27; https://fonts.googleapis.com https://*.novanthealth.org https://ma...
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Issue   7   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: is (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   8   of   28

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:08 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b62dfd70ed7c-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: ai_user (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   9   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: ai_session (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:09 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b62faf75b0e5-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   10   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: pmpredir (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:11 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b63ccdabed7c-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:11 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b63d7f2e44fb-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org
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Issue   11   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: tglr_anon_id (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   12   of   28

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:11 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6403c6c44fb-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: mp_eventQueue (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   13   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: chsn_cnsnt (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:13 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b648d94244fb-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   14   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: mp_7e3ff947 (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:14 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b64e29d2dd25-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:14 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b64f495ebfac-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org
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Issue   15   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: fpjs_user_id (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   16   of   28

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:14 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6542de2bd4d-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: tglr_sess_count (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   17   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: tglr_tenant_id (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:15 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b655dba2675b-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   18   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: EPiStateMarker (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:15 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b65998b2b0e5-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

Original Response

...

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:16 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b65c5cf1b0e5-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;SameSite=None;Secure;D
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Issue   19   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: ajs (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   20   of   28

omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>

...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:16 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b65d4e93bd4d-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: tglr_ref (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   21   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: __mp_opt_in_out_7e3ff947 (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:16 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b65fce6edd25-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=50d3c577950e9c0714b807f690b11312fdcbfbc0ef9155761b0e5254c049a5cb;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   22   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: fpjs_group_id (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:17 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6630fd7bd4d-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:18 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6692850b0c7-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org
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Issue   23   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: tglr_sess_id (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   24   of   28

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:18 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b66aefab675b-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b1f6b85a59b90ff9dfd10df942bcd36c02aceae06793d37bed2bf0dc145da92a;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: ajs_anonymous_id (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   25   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: aurora (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:19 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
CF-Cache-Status: DYNAMIC
Server: cloudflare
CF-RAY: 8ea3b6715b5a673a-ATL
Set-Cookie: EPiStateMarker=true; path=/
Set-Cookie: 
ARRAffinity=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;Secure;Domain=www.novanthealth
.org
Set-Cookie: 
ARRAffinitySameSite=b3fdd47001c5091b7877217f2f2e0d55d18a66c10008831586d2d7a13924b442;Path=/;HttpOnly;SameSite=None;Secure;D
omain=www.novanthealth.org

<!DOCTYPE html>
<html lang="en" class="">
<head>
    <meta charset="utf-8">
...
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Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   26   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: NovantECID (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:21 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Age: 0
Cache-Control: private,no-cache,no-store,max-age=0,must-revalidate
ETag: W/"qqj1rvp4ynawc"
Vary: Accept-Encoding
Via: 1.1 426461ac6e9a3bd7fa011ad672ee0062.cloudfront.net (CloudFront)
Strict-Transport-Security: max-age=31536000
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
cache-status: "Netlify Durable"; fwd=stale; ttl=30588962
cache-status: "Netlify Edge"; fwd=miss
Content-Security-Policy: default-src 'self' data: https://*.health-connections.org https://*.novanthealth.org 
https://player.vimeo.com https://*.redventures.io; script-src 'self' 'unsafe-eval' 'unsafe-inline' 
https://*.novanthealth.org https://*.health-connections.org https://*.health-connections.org https://*.googleapis.com 
https://*.netlify.app https://ingesteer.services-prod.nsvcs.net https://player.vimeo.com https://*.redventures.io 
https://cdn.cohesionapps.com/cohesion/ext/preview.min.js 
https://cdnjs.cloudflare.com/ajax/libs/dompurify/3.0.6/purify.min.js https://perfalytics.com https://perfalytics.com 
https://freshpaint-cdn.com; img-src 'self' data: https://*.rvohealth.com https://www.novanthealth.org 
https://maps.gstatic.com/ https://*.googleapis.com https://player.vimeo.com https://*.health-connections.org 
https://*.redventures.io; connect-src 'self' https://*.rvohealth.com https://*.health-connections.org 
https://*.googleapis.com https://*.novanthealth.org https://ingesteer.services-prod.nsvcs.net https://*.redventures.io 
https://perfalytics.com https://api.perfalytics.com https://novant-feature-flagger.netlify.app/api; child-src 
https://app.netlify.com https://cdn.rvohealth.com...

Original Response

HTTP/1.1 200 OK
Date: Fri, 29 Nov 2024 15:43:21 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: keep-alive
Age: 0
Cache-Control: private,no-cache,no-store,max-age=0,must-revalidate
ETag: W/"qqj1rvp4ynawc"
Vary: Accept-Encoding
Via: 1.1 426461ac6e9a3bd7fa011ad672ee0062.cloudfront.net (CloudFront)
Strict-Transport-Security: max-age=31536000
Request-Context: appId=cid-v1:bb5e1a47-b217-4c25-96c1-bbfcd0713dae
cache-status: "Netlify Durable"; fwd=stale; ttl=30588962
cache-status: "Netlify Edge"; fwd=miss
Content-Security-Policy: default-src 'self' data: https://*.health-connections.org https://*.novanthealth.org 
https://player.vimeo.com https://*.redventures.io; script-src 'self' 'unsafe-eval' 'unsafe-inline' 
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Issue   27   of   28

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: user_id (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

Issue   28   of   28

https://*.novanthealth.org https://*.health-connections.org https://*.health-connections.org https://*.googleapis.com 
https://*.netlify.app https://ingesteer.services-prod.nsvcs.net https://player.vimeo.com https://*.redventures.io 
https://cdn.cohesionapps.com/cohesion/ext/preview.min.js 
https://cdnjs.cloudflare.com/ajax/libs/dompurify/3.0.6/purify.min.js https://perfalytics.com https://perfalytics.com 
https://freshpaint-cdn.com; img-src 'self' data: https://*.rvohealth.com https://www.novanthealth.org 
https://maps.gstatic.com/ https://*.googleapis.com https://player.vimeo.com https://*.health-connections.org 
https://*.redventures.io; connect-src 'self' https://*.rvohealth.com https://*.health-connections.org 
https://*.googleapis.com https://*.novanthealth.org https://ingesteer.services-prod.nsvcs.net https://*.redventures.io 
https://perfalytics.com https://api.perfalytics.com https://novant-feature-flagger.netlify.app/api; child-src 
https://app.netlify.com https://cdn.rvohealth.com...

Original Response

...
http://a.mktgcdn.com/;     frame-src 'self' https://clearstep.cloud.looker.com https://analytics.clearstep.health  
https://insight.adsrvr.org/ https://tuftsmedauth.azurewebsites.net/ https://tuftsmeda...
Server: cloudflare
CF-RAY: 8ea3b682f9aeb0e5-ATL
Set-Cookie: partner=; Path=/; Max-Age=86400; HttpOnly
Set-Cookie: user_id=cf18a431-c669-4430-bec2-be33263f47dc; Path=/; Max-Age=31536000; HttpOnly

<!DOCTYPE html><html lang="en"><head><meta charset="utf-8"><title>Clearstep</title><meta http-equiv="X-UA-Compatible" 
content="IE=edge"><meta content="width=device-width,initial-scale=1" name="viewpor...

...
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Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: partner (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted session

Cause: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

M SHA-1 cipher suites were detected   1 TOC

Issue   1   of   1

SHA-1 cipher suites were detected
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/Util/Find/epi-util/find.js

Entity: www.novanthealth.org (Page)

Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate
user, allowing the hacker to view or alter user records, and to perform transactions as that user

Cause: The web server or application server are configured in an insecure way

Fix: Change server's supported ciphersuites

Reasoning: AppScan determined that the site uses weak cipher suites by successfully creating SSL connections using each of the

Original Response

...
roveanalytics.io https://d.agkn.com/ https://dermnetnz.org/ https://cdn.jsdelivr.net/ https://uat.novanthealth.org/ 
https://prod.novanthealth.org/ https://www2.novanthealth.org/ https://a.mktgcdn.com/...
Server: cloudflare
CF-RAY: 8ea3b686ad3e673a-ATL
Set-Cookie: partner=; Path=/; Max-Age=86400; HttpOnly
Set-Cookie: user_id=6e765f2f-a37e-4586-8eb6-699db9b0415b; Path=/; Max-Age=31536000; HttpOnly

<!DOCTYPE html><html lang="en"><head><meta charset="utf-8"><title>Clearstep</title><meta http-equiv="X-UA-Compatible" 
content="IE=edge"><meta content="width=device-width,initial-scale=1" name="viewpor...

...
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weak cipher suites listed here.

M Unsafe third-party link (target="_blank")   33 TOC

Issue   1   of   33

Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

Verify that the site uses the cryptographically weak cipher suites listed here.

The following weak cipher suites are supported by the server:
Id Name SSL Version

47 TLS_RSA_WITH_AES_128_CBC_SHA TLS 1.2

53 TLS_RSA_WITH_AES_256_CBC_SHA TLS 1.2

49161 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA TLS 1.2

49162 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA TLS 1.2

49171 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA TLS 1.2

49172 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA TLS 1.2

Raw Test Response:

...

          <h3 class="product-header__subtitle app-header__subtitle">It's your health, in your hands.</h3>
<p>Access and manage all your health information in one place with the MyChart app. Sign in to your MyChart account to 
schedule and see appointments, conduct virtual visits, message your doctor, view health records and more.<br><a 
class="secondary score-button over-dark" href="/mynovant/">Sign In to MyNovant</a></p>

          </p>
          </div>
          <div class="score-call-to-action">
          
<div class=" w-4col">
    <a class="score-image-button GTMBUTTON"
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/nh/get-care-now/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

   target="_blank"
   rel="noreferrer"
   title="Apple App Store"
   href="https://apps.apple.com/us/app/mynovant/id1509989439"
   aria-label="Apple App Store, opens in new tab"
   >
        

<svg width="120" height="40" viewBox="0 0 120 40" fill="none" xmlns="http://www.w3.org/2000/svg">
  <title xmlns="">Download on the Apple App Store</title>
  <g clip-path="url(#clip0_8832_147015)">
    <path d="M110.135 -7.3291e-06H9.53468C9.16798 -7.3291e-06 8.80568 -7.32904e-06 8.43995 0.00199267C8.1338 0.00399267 
7.83009 0.00980267 7.521 0.0146927C6.84951 0.0225945 6.17961 0.0816689 5.5171 0.191403C4.85552 0.303525 4.21467 0.514908 
3.61622 0.818403C3.0185 1.12446 2.47235 1.52216 1.99757 1.99706C1.5203 2.47063 1.12246 3.01801 0.81935 3.61815C0.5154 
4.2171 0.304641 4.85893 0.19435 5.52147C0.0830109 6.18318 0.0230984 6.85251 0.01515 7.52347C0.00587 7.83007 0.00489 8.13769 
0 8.44433V31.5586C0.00489 31.8691 0.00587 32.1699 0.01515 32.4805C0.0231008 33.1514 0.0830134 33.8207 0.19435 34.4824C0
...

Raw Test Response:

...

          <p>
          On-demand video visits are available 24/7 without an appointment. Connect now with the next available provider 
throughout NC, SC and VA.
          </p>
          </div>
          <div class="score-call-to-action">
          

  

    <a class="score-button primary GTMBUTTON"
   target="_blank"
   aria-label="Begin Visit in MyChart, opens in new tab"
   rel="noreferrer"
   title="Begin Visit in MyChart"
   href="https://www.novantmychart.org/mychart/anonymoustelehealth"
   >

        Begin Visit in MyChart
    </a>

          </div>
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          </div>
          </div>
        </div>
    </section>

...

...

</div>
</div>
          </div>

          
<div class="w-full cta justify-center">
  

    <a class="score-button primary GTMBUTTON"
   target="_blank"
   aria-label="Start A Video Visit, opens in new tab"
   rel="noreferrer"
   title="Start A Video Visit"
   href="https://www.novantmychart.org/mychart/anonymoustelehealth"
   >

        Start A Video Visit
    </a>
</div>
        </div>
    </div>
</section>

...

...

          </div>
        </div>
        <div id="accordion36d5b199"
          class="panel-collapse collapse " aria-labelledby="heading36d5b199" aria-hidden=true>
          <div class="panel-body">
          <div class="content-area">
          <div class="rich-text">
          <p>Before you sign up for a video visit, make sure your computer has a working camera, microphone, and speaker. 
If you don't meet these requirements, try using the MyNovant mobile app. Download apps here:</p>
<div><a tabindex="0" title="Find on Apple app store" href="https://apps.apple.com/us/app/mynovant/id1509989439" 
target="_blank" rel="noopener"><img src="/ImageProxy/09e73883-6091-402d-bb7c-c4163cc9a5be/66368" alt="Download on the Apple 
App Store" width="80" height="27"></a>&nbsp; &nbsp;&nbsp;<a tabindex="0" title="Find on Google Play app store" 
href="https://play.google.com/store/apps/details?id=org.novanthealth.mynovant&amp;hl=en_US&amp;gl=US" target="_blank" 
rel="noopener"><img src="/ImageProxy/09e73883-6091-402d-bb7c-c4163cc9a5be/66370" alt="Get it on Google Play" width="90" 
height="27"></a></div>
<p>During the video visit, please ensure that your camera and audio are turned on. You should be located in a safe and 
quiet location. Please ensure that the area you are in has proper lighting, so providers can adequately assess your 
concerns. You should not be driving or be engaged in other activities when connected with a provider for your video visit.
</p>
<div>
<p><strong>Watch our video to learn how to start an on-demand video visit:</strong></p>
<p><a class="score-button secondary" tabindex="0" href="https://www.youtube.com/watch?v=hE3Q2Mt0GVE" target="_blank" 
rel="noopener"><strong>Watch to Learn</strong></a></p>
</div>

...

...
re you sign up for a video visit, make sure your computer has a working camera, microphone, and speaker. If you don't meet 
these requirements, try using the MyNovant mobile app. Download apps here:</p>
<div><a tabindex="0" title="Find on Apple app store" href="https://apps.apple.com/us/app/mynovant/id1509989439" 
target="_blank" rel="noopener"><img src="/ImageProxy/09e73883-6091-402d-bb7c-c4163cc9a5be/66368" alt="Download on the Apple 
App Store" width="80" height="27"></a>&nbsp; &nbsp;&nbsp;<a tabindex="0" title="Find on Google Play app store" 
href="https://play.google.com/store/apps/details?id=org.novanthealth.mynovant&amp;hl=en_US&amp;gl=US" target="_blank" 
rel="noopener"><img src="/ImageProxy/09e73883-6091-402d-bb7c-c4163cc9a5be/66370" alt="Get it on Google Play" width="90" 
height="27"></a></div>
<p>During the video visit, please ensure that your camera and audio are turned on. You should be located in a safe and 
quiet location. Please ensure that the area you are in has proper lighting, so providers can adequately assess your 
concerns. You should not be driving or be engaged in other activities when connected with a provider for your video visit.
</p>
<div>
<p><strong>Watch our video to learn how to start an on-demand video visit:</strong></p>
<p><a class="score-button secondary" tabindex="0" href="https://www.youtube.com/watch?v=hE3Q2Mt0GVE" target="_blank" 
rel="noopener"><strong>Watch to Learn</strong></a></p>
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/accepted-insurance-plans/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

</div>

          </div>
          </div>
        </div>
    </div>
</div>
</div><div>

...

...

<div class=" w-8col">

<div class="rich-text ">
    <h2 style="text-align: left;"><img style="float: right; padding: 15px;" src="/globalassets/image-field/2-medium-size-
image/images-1424x978/asset-images/...

Raw Test Response:

...

    <div class="container">
        <div class="w-full">

          <div class="content-area">
          
<div class=" page-layout">

<div class="rich-text ">
    <p style="text-align: left;"><a href="https://healthteamadvantage.com/" target="_blank" rel="noopener">HealthTeam 
Advantage</a>&nbsp;a subsidiary of Novant Health and Cone Health, provides Medicare Advantage plans to more than 15,000 
Medicare beneficiaries under the HealthTeam Advantage (HTA). HTA offers plans in 11 N.C. counties with the goal of 
improving the health and well-being of its communities through a commitment to personalized service, quality, and enhanced 
care experiences.</p>
<h3 style="text-align: left;">Health Insurance Marketplace</h3>
<p style="text-align: left;"><em><strong>(also known as the Health Exchange)</strong></em></p>
<p style="text-align: left;">Novant Health is contracted with and in-network for many Health Insurance Marketplace plans. 
Learn more about the&nbsp;<a tabindex="0" href="https://www.healthcare.gov">Health Insurance Marketplace</a>, including 
eligibility requirements and enrollment opportunities.</p>
<p style="text-align: left;"><a class="score-button text-primary" href="/for-patients/billing--insurance/health-
insurance/health-insurance-marketplace/marketplace-plan-options/">View a list of which Health Insurance Marketplace plans 
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/mynovant/patient-portal-nc/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

are accepted at Novant Health facilities&nbsp;&raquo;</a></p>

...

Raw Test Response:

...

<div class=" w-4col">

<div class="rich-text ">
...https://www.novantmychart.org/mychart/signup" target="_blank" rel="noopener">Sign Up Now</a><br><br><a 
href="https://www.novantmychart.org/mychart/accesscheck.asp" target="_blank" rel="noopener">Activate with access code</a>
<br><a href="/mynovant/#AdditionalPatientPortals">Login</a> for patient...

...

...

...ight="20"></p>
<p style="margin: 0in; font-family: Calibri; font-size: 9.53px; text-align: center;"><a style="margin: 0in; font-family: 
Calibri; font-size: 9.53px; text-decoration: none; color: black;" 
href="https://www.novantmychart.org/mychart/Authentication/Login?mode=stdfile&amp;option=epiccopyright" target="_blank" 
rel="noopener">MyChart&reg; licensed from Epic Systems Corporation, &copy; 1999 - 2023.</a></p>
<div style="display...

</div>
</div><div class=" w-4col">

<div class="rich-text ">

...

...

<p>Starting May 4, 2024 you will need to log into the Novant Health MyChart to see your health information. Please log into 
Novant Health MyChart to message or schedule with your provider.</p>

          </p>
          </div>
          <div class="score-call-to-action">
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    <a class="score-button primary GTMBUTTON"
   target="_blank"
   aria-label="Novant Health MyChart, opens in new tab"
   rel="noreferrer"
   title="Novant Health MyChart"
   href="https://www.novantmychart.org/Mychart/"
   >

        Novant Health MyChart
    </a>

          </div>
      </div>
    </div>
  </div>
          </div>

...

...

<div class=" w-8col">

<div class="rich-text ">
    <h2 style="text-align: left;"><img style="float: right; padding: 15px;" src="/globalassets/image-field/2-medium-size-
image/images-1424x978/asset-images/phone-banner-my-novant-1424-978px.png" alt="Novant Health MyNovant Mobile App Screenshot 
of Landing Page" width="575" height="395">Download the MyNovant App</h2>
<h4 class="product-header__subtitle app-header__subtitle" style="text-align: left;">It's your health, in your hands.&nbsp;
</h4>
<p class="product-header__subtitle app-header__subtitle" style="text-align: left;">With the MyNovant app, it&rsquo;s never 
been easier to manage your health from your phone. Available on both the Google Play Store and the Apple App Store.</p>
<div style="text-align: left;"><a title="Find on Apple app store" 
href="https://apps.apple.com/us/app/mynovant/id1509989439" target="_blank" rel="noopener"><img src="/globalassets/icons-
svgs-and-icon-blocks/icons-svgs/app-store-badge-us.svg" alt="Download on the Apple App Store" width="120" height="40">
</a>&nbsp; &nbsp;<a title="Find on Google Play app store" href="https://play.google.com/store/apps/details?
id=org.novanthealth.mynovant&amp;hl=en_US&amp;gl=US" target="_blank" rel="noopener"><img src="/globalassets/icons-svgs-and-
icon-blocks/icons-svgs/google-play-badge.svg" alt="Get it on Google Play" width="135" height="40"> <img 
src="/globalassets/maintenance/qr-codes/mynovantqr.png" alt="MyNovant QR Code" width="110" height="110"></a></div>
<div style="text-align: left;">&nbsp;</div>
<div style="text-align: left;">&nbsp;</div>

</div>
</div>
          </div>

...

...

<p style="text-align: left;">It's so convenient! Create an account or log on to use these tools:&nbsp;</p>
<ul style="margin-bottom: auto;">
<li style="margin-top: 0;">Get a video visit now.</li>
<li style="margin-top: 0;">Schedule appointments.</li>
<li style="margin-top: 0;">Pay bills.</li>
<li style="margin-top: 0;">Email your healthcare practitioners.</li>
<li style="margin-top: 0;">Get prescription refills.</li>
<li style="margin-top: 0;">See test results and other records.</li>
</ul>
<p style="text-align: left;"><a class="score-button primary" title="Sign Up" 
href="https://www.novantmychart.org/mychart/Signup" target="_blank" rel="noopener">Create a MyChart Account</a></p>
</div>

</div>
</div><div class=" w-4col">

<div class="rich-text ">
    <div class="score-card default" style="height: 100%; background-color: #ffff; min-height: 400px;">
<div style="display: flex;"><img style="width: 35px;" src="/globalassets/icons-svgs-and-icon-blocks/icons-svgs/$icon-
primary-desktop.svg" alt="billing  icon" width="100" height="64">
...
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/health-insurance-marketplace/marketplace-questi
ons/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

Raw Test Response:

...

          </div>
        </div>
        <div id="accordionda486596"
          class="panel-collapse collapse " aria-labelledby="headingda486596" aria-hidden=true>
          <div class="panel-body">
          <div class="content-area">
          <div class="rich-text">
          <p style="text-align: left;">You can apply for coverage in four ways.</p>
<ul>
<li style="text-align: left;"><strong>Online:</strong>&nbsp;Get started at&nbsp;<a href="http://www.healthcare.gov/" 
target="_blank" rel="noopener">HealthCare.gov</a></li>
<li style="text-align: left;"><strong>By phone:</strong>&nbsp;Call&nbsp;<a href="tel:+18003182596">1-800-318-2596</a>, (TTY 
855-889-4325) 24 hours a day, seven days a week.</li>
<li style="text-align: left;"><strong>With in-person help:</strong>&nbsp;Visit&nbsp;<a 
href="https://localhelp.healthcare.gov/" target="_blank" rel="noopener">localhelp.healthcare.gov</a>&nbsp;for a list of 
trained people in your community who can assist you in filling out an application and enrolling.</li>
<li style="text-align: left;"><strong>With a paper application:</strong>&nbsp;Download and print the application PDF and 
instructions at&nbsp;<a href="https://www.healthcare.gov/" target="_blank" rel="noopener">healthcare.gov</a>. Once you mail 
it in, you'll get eligibility results by mail within two weeks.</li>
</ul>

          </div>
          </div>
        </div>
    </div>
</div>
</div><div>

...

...

          What happens if I do not qualify for a Marketplace plan?
          </button>
          </div>
        </div>
        <div id="accordion9a9d9186"
          class="panel-collapse collapse " aria-labelledby="heading9a9d9186" aria-hidden=true>
          <div class="panel-body">
          <div class="content-area">
          <div class="rich-text">
          <p style="text-align: left;">Please visit&nbsp;<a href="https://healthcare.gov/apply-and-enroll/income-too-high-
for-tax-credit" target="_blank" rel="noopener">HealthCare.gov</a>&nbsp;for more information.</p>

          </div>
          </div>
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/medicaid-managed-care/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

        </div>
    </div>
</div>
</div><div>

    <div class="score-accordion-panel">

...

...

        <div id="accordionc4c00bc3"
          class="panel-collapse collapse " aria-labelledby="headingc4c00bc3" aria-hidden=true>
          <div class="panel-body">
          <div class="content-area">
          <div class="rich-text">
          <ul>
<li>In North Carolina, Medicaid and NCHC offer health coverage to some low-income people, families and children, pregnant 
women, the elderly, and people with disabilities. If your income level or medical needs change, you might qualify for 
Medicaid or NCHC.</li>
<li>You can apply any time, and there&rsquo;s no limit to the number of times you can apply.</li>
<li>To re-apply for Medicaid or NC Health Choice, visit <a href="https://www.medicaid.gov/about-us/beneficiary-
resources/index.html#statemenu" target="_blank" rel="noopener">Medicaid.gov/about-us/beneficiary-
resources/index.html#statemenu</a>.</li>
</ul>

          </div>
          </div>
        </div>
    </div>
</div>
</div><div>

...

Raw Test Response:

...

  <path d="M34.6667 13.3333V15.9999L29.3334 15.9999V13.3333L34.6667 13.3333Z" fill="#C81E82" />
  <path d="M50.6667 42.6666V45.3333L13.3334 45.3333V42.6666L50.6667 42.6666Z" fill="#C81E82" />
</svg>
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    </div>
    <span class="tile-title">
        ePASS
    </span>
    <a class="clickable-area" target="_blank"
       aria-label="ePASS, opens in new tab"
        rel="noreferrer" title="ePASS"
        href="https://epass.nc.gov/" >
    </a>
</div>
</div><div class=" w-3col">
<div class="score-tile  default">
    <div class="img-wrapper">
        

<svg width="64" height="64" viewBox="0 0 64 64" fill="none" xmlns="http://www.w3.org/2000/svg">
...

...

  <path d="M18.6667 24.0001H45.3334V26.6667H18.6667V24.0001Z" fill="#C81E82" />
  <path d="M18.6667 29.3334H45.3334V32.0001H18.6667V29.3334Z" fill="#C81E82" />
</svg>

    </div>
    <span class="tile-title">
        Paper application
    </span>
    <a class="clickable-area" target="_blank"
       aria-label="Paper application, opens in new tab"
        rel="noreferrer" title="Paper application"
        href="https://policies.ncdhhs.gov/divisional/health-benefits-nc-medicaid/forms/dma-5200-ia-application-for-health-
coverage-help-paying-costs/@@display-file/form_file/dhb-5200-ia 9-2020.pdf" >
    </a>
</div>
</div><div class=" w-3col">
<div class="score-tile  default">
    <div class="img-wrapper">
        

<svg width="40" height="40" viewBox="0 0 40 40" fill="none" xmlns="http://www.w3.org/2000/svg">
...

...

    </linearGradient>
  </defs>
</svg>

    </div>
    <span class="tile-title">
        In person at your local DSS Office
    </span>
    <a class="clickable-area" target="_blank"
       aria-label="In person at your local DSS Office, opens in new tab"
        rel="noreferrer" title="In person at your local DSS Office"
        href="https://ncdhhs.gov/localDSS" >
    </a>
</div>
</div><div class=" w-3col">
<div class="score-tile  default">
    <div class="img-wrapper">
        

<svg width="64" height="64" viewBox="0 0 64 64" fill="none" xmlns="http://www.w3.org/2000/svg">
...

...

  <path d="M21.3333 45.3334H42.6666V48.0001H21.3333V45.3334Z" fill="#C81E82" />
  <path d="M29.3333 50.6668H34.6666V53.3334H29.3333V50.6668Z" fill="#C81E82" />
</svg>

    </div>
    <span class="tile-title">
        Call DSS Office
    </span>
    <a class="clickable-area" target="_blank"
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       aria-label="Call DSS Office, opens in new tab"
        rel="noreferrer" title="Call DSS Office"
        href="https://ncdhhs.gov.localdss/" >
    </a>
</div>
</div>
</div>

</div>
          </div>

          
<div class="w-full cta justify-start">
  

    <a class="score-button text-button GTMBUTTON"
   target="_blank"
   aria-label="Learn more (Medicaid.ncdhhs.gov), opens in new tab"
   rel="noreferrer"
   title="Learn more (Medicaid.ncdhhs.gov)"
   href="https://medicaid.ncdhhs.gov/"
   >

        Learn more (Medicaid.ncdhhs.gov)
    </a>
</div>
        </div>
    </div>
</section>

...

...

<p><a title="Obt&eacute;n m&aacute;s informaci&oacute;n: Medicaid.ncdhhs.gov/info-de-expansion" 
href="https://medicaid.ncdhhs.gov/info-de-expansion" target="_blank" rel="noopener">Obt&eacute;n m&aacute;s 
informaci&oacute;n: Medicaid.ncdhhs.gov/info-de-expansion</a></p>

</div>
</div>
          </div>

          

        </div>
    </div>

...
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/health-insurance/medicare/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

Issue   8   of   33

Raw Test Response:

...
t may also include prescription drug coverage, with extra benefits. Private insurance companies offer these plans and must 
follow rules set by Medicare.In most cases, you&rsquo;ll get your care and services from doctors, other healthcare 
providers or hospitals in the plan&rsquo;s network. However, you have the flexibility to seek care out of network. But that 
care is usually for a higher copay.</li>
</ol>
<h2>Why enroll in a Medicare Advantage plan?</h2>
<p>A Medicare Advantage plan provides all the Part A and Part B benefits of Original Medicare, plus additional benefits. 
Most Medicare Advantage plans have a $0 monthly premium. This plan includes coverage for dental, vision, hearing and much 
more. Part D prescription drug benefits are also included, so there&rsquo;s no need to pay for a separate prescription drug 
plan.</p>
<h2>Who can help me select the right plan?</h2>
<p>The State Health Insurance Assistance Program (SHIP) can help. It provides local, in-depth and objective insurance 
counseling and helps Medicare-eligible individuals, their families and caregivers.</p>
<p>Visit <a href="http://ShipHelp.org" target="_blank" rel="noopener">ShipHelp.org</a> or call <a href="http://877-839-
2675">877-839-2675</a> to find trained people in your community who can help you select a plan and enroll. It&rsquo;s free. 
Most of these groups are available to meet in-person.</p>

</div>
</div>
          </div>

          

        </div>

...
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-patients/billing--insurance/price-transparency/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

Raw Test Response:

...

<p style="text-align: left;">Our online price estimator tool helps patients by displaying the out-of-pocket prices 
associated with many of the common procedures and services we offer. This is a helpful tool but please know it is not an 
exact, personalized cost figure. The best way to understand what you will pay for care is to work with your health 
insurance provider and our dedicated Financial Navigator Team.</p>
<h2 style="text-align: left;">Get started.</h2>
<p style="text-align: left;"><strong>To get started </strong>with our online price estimator, please choose one the service 
area where you will be receiving care:</p>

</div>
</div><div class=" w-3col">

  <a href="https://www.atexinsight.com/61qIty6" class="score-card simple-card"  target="_blank" aria-label="Start Your 
Estimate Now, opens in new tab")">
<div class="caption">
  

    <H3 class="">
East Cooper Medical Center service area    </H3>

...

...

    </p>
      <div class="score-call-to-action">
        <span class="score-button text-button ">Start Your Estimate Now</span>
      </div>
  </div>
</div>
  </a>
</div><div class=" w-3col">

  <a href="https://www.atexinsight.com/eWgt68p" class="score-card simple-card"  target="_blank" aria-label="Start Your 
Estimate Now, opens in new tab")">
<div class="caption">
  

    <H3 class="">
Coastal Carolina Hospital service area    </H3>

...

...
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    </p>
      <div class="score-call-to-action">
        <span class="score-button text-button ">Start Your Estimate Now</span>
      </div>
  </div>
</div>
  </a>
</div><div class=" w-3col">

  <a href="https://www.atexinsight.com/3L2Kr3x" class="score-card simple-card"  target="_blank" aria-label="Start Your 
Estimate Now, opens in new tab")">
<div class="caption">
  

    <H3 class="">
Hilton Head Medical Center service area    </H3>

...

...

    </p>
      <div class="score-call-to-action">
        <span class="score-button text-button ">Start Your Estimate Now</span>
      </div>
  </div>
</div>
  </a>
</div><div class=" w-3col">

  <a href="https://www.novantmychart.org/mychart/guestestimates" class="score-card simple-card"  target="_blank" aria-
label="Start Your Estimate Now, opens in new tab")">
<div class="caption">
  

    <H3 class="">
Novant Health North Carolina locations    </H3>

...

...

Good Faith Estimate    </H2>

          <div class="score-hero-body">
          <div class="rich-text">
          <p>Self-pay patients and those who are not using insurance have the right to receive a Good Faith Estimate for 
the total expected cost of any nonemergency items or services. This includes related costs like medical tests, prescription 
drugs, equipment and hospital fees.</p>
<p>Make sure your healthcare provider gives you a Good Faith Estimate in writing at least one business day before your 
medical item or service. You can ask your healthcare provider, and any other provider of your choice, to provide you with 
this estimate before you choose to schedule the item or service.</p>
<p>Make sure to save a copy of your Good Faith Estimate. If you receive a bill that is at least $400 more than your Good 
Faith Estimate, you can dispute the bill.</p>
<p>For questions or more information about your right to a Good Faith Estimate, visit&nbsp;<a 
href="https://www.cms.gov/nosurprises" target="_blank" rel="noopener">cms.gov/nosurprises</a>&nbsp;or call&nbsp;<a 
href="tel:+18006334227">1-800-633-4227</a>.</p>

          </div>
          </div>
          <div class="score-call-to-action">
          

          </div>
          </div>
          </div>

...

...
 href="https://www2.novanthealth.org/Public_Files/regulatory/752550947_HiltonHeadHospital_standardcharges.json" 
target="_blank" rel="noopener">Hilton Head Medical Center</a> (machine-readable file)</p>
<p>&nbsp;</p>

</div>
</div><div class=" page-layout">
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/virtual-care/remote-patient-monitoring/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

<div class="rich-text ">
    <p>In compliance with Fiscal Year 2019 Medicare Hospital Inpatient Prospective Payment System (IPPS) and Long-Term 
Acute Care Hospital (LTCH) Prospective Payment System Final Rule (CMS-1694-F). View all at <strong><a 
href="https://www.NovantHealth.org/cms-hpt.txt" target="_blank" rel="noopener">NovantHealth.org/cms-hpt.txt</a>.</strong>
</p>

</div>
</div>
          </div>

          

        </div>
    </div>

...

Raw Test Response:

...

<li>Weight scale</li>
</ul>
</li>
<li>Tape for re-packaging</li>
<li>Extra batteries</li>
</ul>
<p style="text-align: left;">Keep the box your kit comes in, as you&rsquo;ll use it to send the equipment back later.</p>
<h3 style="text-align: left;">KadiraMobile set up guide</h3>
<ol>
<li>Download the <a href="http://www.medsolutions.co.th/how-to-set-up-your-kardiamobile/" target="_blank" 
rel="noopener">Kardia</a> app from the App store or Google play to your personal phone, iPad, or other compatible device.
</li>
<li>Launch the Kardia app and select &ldquo;Create Account.&rdquo;</li>
<li>Terms of Service &amp; Privacy Policy screen appears. Check the first two boxes to confirm you are 18 years of age or 
older and that you agree to the Terms. The third box is optional based on if you want to receive marketing emails from the 
company.</li>
<li>Create your account:
<ol>
<li>Enter your preferred personal email address.</li>
<li>For your password: Please use your last name with a capital first letter followed by your 4 digit birth year. For 
example, if your last name is Jones and you were born in 1980, please create your password to be Jones1980. If your last 
name is over 16 characters, please only use the first 16 letters plus your 4 digit birth year. If your last name is only 3 
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/get-connected/contact-center/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

letters, please add a zero at the end of your birth year so that you will meet the 8- character requirement.</li>
...

...

<li>Seal the box with the provided circle tape.</li>
<li>Keep the box in a safe place indoors.</li>
</ol>
<p style="text-align: left;">A mail carrier will come to pick up the box within a couple of days. They will have a return 
shipping label for the box. Make sure that the new label covers the old label completely before the carrier takes the box.
</p>
<h3 style="text-align: left;">Contact Health Recovery Solutions Support</h3>
<ul>
<li style="text-align: left;">Phone: <a class="greyHover score-button text-primary" href="tel://704-315-5169">704-315-
5169</a></li>
<li style="text-align: left;">Email: <a class="greyHover over-dark text-primary score-button" 
href="mailto:support@healthrecoverysolutions.com">support@healthrecoverysolutions.com</a></li>
<li style="text-align: left;"><a class="greyHover score-button text-primary" 
href="https://www.healthrecoverysolutions.com/contact-support" target="_blank" rel="noopener">Health Recovery Solutions 
Suppor Request form</a></li>
</ul>
</div>

          </div>
          </div>
        </div>
    </div>
</div>
</div>

...

Raw Test Response:

...

<p style="text-align: left;"><br><strong>Email Anytime:</strong> <a 
href="mailto:nhcscc@contact.novanthealth.org">NHCSCC@Contact.NovantHealth.org</a></p>
<p style="text-align: center;"><a class="score-button secondary" href="/for-patients/billing--insurance/online-bill-
pay/">Pay Bills Online</a></p>
<p><a title="MyChart - FAQs" href="https://www.novantmychart.org/mychart/Authentication/Login?mode=stdfile&amp;option=faq" 
target="_blank" rel="noopener">MyChart - FAQs</a></p>
<p><a title="MyChart (NHRMC) - FAQs" href="https://mychart.nhrmc.org/MyChart/Authentication/Login?
mode=stdfile&amp;option=faq" target="_blank" rel="noopener">MyChart (NHRMC) - FAQs</a></p>
</div>
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/odd-numbness-in-climbers-right-foot-turns-out-to-be-a-spinal-tumor

Entity: odd-numbness-in-climbers-right-foot-turns-out-to-be-a-spinal-tumor (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

</div>
</div><div class=" w-6col">

<div class="score-content-spot rich-text " style="background-color: #F8F6F6;" data-epi-type="content">
    <div style="padding: 20px;">
<h3 style="text-align: left;">Appointment Scheduling</h3>
...

...

<ul style="margin-left: 0px !important; text-align: left;">
<li>Scheduling an appointment</li>
<li>Finding a location</li>
<li>Finding a routine or specialized care</li>
<li>Finding a primary care provider<br /><br /></li>
</ul>
<h4 style="text-align: left;">24/7 scheduling</h4>
<p style="text-align: left;">Contact us anytime to make an appointment online or by phone.</p>
<p style="text-align: left;"><strong>Call to schedule:</strong> <a href="tel:+18889764982">(888) 976-4982</a></p>
<p style="text-align: center;"><a class="score-button secondary" 
href="https://www.novantmychart.org/mychart/Authentication/Login" target="_blank" rel="noopener">Schedule with MyChart </a>
</p>
</div>

</div>
</div><div class=" page-layout">

<div class="rich-text ">
    <h3 style="text-align: center;">Need immediate care?<br /><a class="secondary score-button" href="/locations/?
query=urgent%2bcare&amp;filter=types" rel="noopener">Find an Urgent Care Near You</a></h3>

...

Raw Test Response:

...

</p>  <p align="start">
 Pudney is a boulderer. He climbs on rock formations (or artificial rock walls) <i>without</i> ropes or harnesses. Most 
often, he goes to Inner Peaks, which is local, and to the North Carolina mountains with bouldering buddies. “Bouldering 
focuses on shorter, more powerful movements than roped climbing,” he said. “You rarely go higher than 15 or 20 feet, and 
you have crash pads and spotters instead of ropes to catch your fall.”  
</p>  <p align="start">
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</p>  <p align="start">
 Still, all climbing comes with risks. “Climbing has a reputation as a dangerous sport—and rightfully so,” according to a 
2019 article in <a href="https://www.outsideonline.com/outdoor-adventure/climbing/your-local-crag-dangerous/"><b><i>
<b>Outside</b></i></b><b> magazine</b></a>. “Last year, 204 accidents resulting in 210 injuries and 22 deaths were 
reported.” <i><i> </i></i>By comparison, avalanche deaths among skiers in the U.S. average around <a 
href="https://avalanche.state.co.us/accidents/statistics-and-reporting/" target="_blank"><b><b>15 per year</b></b></a>. 
</p>  <p align="start">
   
</p>  <p align="start">
 Pudney loves it for the physical and <i>mental</i> challenges it poses. “It’s like a puzzle you solve with your body,” he 
said.  
</p>  <p align="start">
   
</p>  <p align="start">
 So, when he started experiencing numbness in his right foot last March, he chalked it up to a climbing injury. His foot 
felt cold all the time, but it wasn’t interfering with his life, so he ignored it and kept walking, hiking and climbing. 

...

...

 Pudney had surgery on May 7, 2023. “His surgery – specifically, a gross total resection (GTR or complete removal, ) of the 
tumor – took place at <a href="https://www.novanthealth.org/locations/medical-centers/presbyterian-medical-center/">
<b>Novant Health Presbyterian Medical Center</b></a>. Some people with<b> </b>schwannoma tumors opt for chemo and radiation 
rather than surgery, Berry-Candelario said. But because of the size and location of Pudney’s tumor, those weren’t options. 

</p>
</div>
        <div class="column clearfix">
  <div class="simplebox simplebox-right">
    <h4><b>Top scores for safety in NC</b></h4>  <p align="start">
 Novant Health received <a href="https://www.novanthealth.org/newsroom/novant-health-recognized-as-the-safest-health-care-
system-in-north-carolina-by-the-leapfrog-group" title="http://">the most ‘As’ for patient safety</a> in North Carolina from 
The Leapfrog Group. With a focus on safety, quality and patient experience, the national, industry-leading nonprofit, 
evaluates and assigns <a href="https://www.hospitalsafetygrade.org/" target="_blank" 
title="https://www.hospitalsafetygrade.org/">letter grades</a> ranging from A to F to hospitals across the country. Novant 
Health’s hospitals with “A” grades outperform 70% of hospitals nationwide for safety and quality. 
</p>
  </div>
  <p align="start">
 A GTR is “as complex as neurosurgery gets,” <a name="_Hlk177743298">Berry-Candelario </a>said. “It’s a high-wire act. 
You’re operating on the spinal cord, but you have to protect the spinal cord. I always tell patients there’s a risk of 
neurological compromise, and it could be major.”  
</p>  <p align="start">
   
</p>  <p align="start">
 But surgery went smoothly – Berry-Candelario was able to remove the entire tumor – and Pudney did remarkably well. He’s in 
peak physical condition and has a lot of family support.  

...
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/their-baby-struggled-to-breathe-this-team-helped-save-his-life

Entity: their-baby-struggled-to-breathe-this-team-helped-save-his-life (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object
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Raw Test Response:

...

    

    
        <div class="column clearfix">
  <div class="simplebox simplebox-right">
...uality and patient experience, the national, industry-leading nonprofit, evaluates and assigns </span><a 
href="https://www.hospitalsafetygrade.org/" target="_blank" title="https://www.hospitalsafetygrade.org/" style="font-size: 
18px; background-color: rgb(240, 230, 255);">letter grades</a><span style="font-size: 18px;"> ranging from A to F to 
hospitals across the count...
  </div>
  <h3>Stretching a baby’s jaw<br></h3>  <p class="BodyA" align="start">
   
</p>  <p class="BodyA" align="start">
 Soon, it became apparent that Riggs would likely need a surgery called “mandibular distraction osteogenesis” to help him 
breathe and eat properly. In this procedure, Jaskolka cuts the lower jaw and p...
</p>  <p class="BodyA" align="start">

...
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/team-members/pharmacy-convenience/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object
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Raw Test Response:

...

        </div>
        <div id="accordion467a8b06"
          class="panel-collapse collapse " aria-labelledby="heading467a8b06" aria-hidden=true>
          <div class="panel-body">
          <div class="content-area">
          <div class="rich-text">
          <p style="text-align: left;">All Novant Health team members may have prescriptions for non-specialty medications 
filled at any Walgreens location and receive Tier 1 copayment pricing. This means you will have a lower copayment for 
routine prescriptions ordered from Walgreens.</p>
<p style="text-align: left;">Walgreens operates nearly 10,000 locations nationally, many with 24-hour and drive-through 
access. To find the one nearest to you, call&nbsp;<a href="tel:1-800-WALGREENS">1-800-WALGREENS</a>, download the Walgreens 
app, or visit&nbsp;<a href="https://www.walgreens.com/storelocator/find.jsp" target="_blank" 
rel="noopener">Walgreens.com/findastore</a>.</p>

          </div>
          </div>
        </div>
    </div>
</div>
</div>
    </div>
</div>

...
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/for-providers/refer-a-patient/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object
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Raw Test Response:

...

<section class="score-stripe  mt-0 mb-0 default" data-epi-type="content">
    <div class="container">
        <div class="w-full">

          <div class="content-area">
          
<div class=" w-6col">
  

    <a class="score-button primary GTMBUTTON"
   target="_blank"
   aria-label="For Novant Health Providers, opens in new tab"
   rel="noreferrer"
   title="For Novant Health Providers"
   href="https://nhlink.mynovant.org/EpicCareLink_PRDRegOnly/common/epic_login.asp"
   >

        For Novant Health Providers
    </a>
</div><div class=" w-6col">
  

    <a class="score-button primary GTMBUTTON"
   target="_blank"
   aria-label="For Non-Novant Health Providers, opens in new tab"
   rel="noreferrer"
   title="For Non-Novant Health Providers"
   href="https://nhlink.mynovant.org/EpicCareLink_PRD/common/epic_login.asp"
   >

        For Non-Novant Health Providers
    </a>
</div>
          </div>

          

        </div>

...
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/got-a-cough-you-cant-shake

Entity: got-a-cough-you-cant-shake (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"
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access to the linking page window object

Issue   16   of   33

Raw Test Response:

...

    <div id="body-container" class="cBuilder article-body simplebox-ivory-aubergine"><div class="column clearfix">
  <p align="start">
 </p><p align="start">Summer 2024 has ushered in a new surge in COVID-19, and federal health officials say two new variants 
are responsible for about 50% of all new cases. 
</p><p align="start"><a href="https://www.cdc.gov/forecast-outbreak-analytics/about/rt-estimates.html" 
title="https://www.cdc.gov/forecast-outbreak-analytics/about/rt-estimates.html" target="_blank" style=""><b> The Centers 
for Disease Control and Prevention</b></a> reports that as of July 23, COVID-19 is growing in 36 U.S. states and 
territories, including North Carolina and South Carolina. </p> 
  <p align="start">
 What to do when you have a cough that just won’t seem to quit? Here <a 
href="https://www.novanthealth.org/pf/providers/1720666837/austin-sherman/about-me"><b>Dr. Austin Sherman</b></a>, a family 
medicine doctor at <a href="https://www.novanthealth.org/locations/clinics/new-hanover-primary-care-myrtle-grove/" 
title="https://www.novanthealth.org/locations/clinics/new-hanover-primary-care-myrtle-grove/" target="_blank">Novant Health 
New Hanover Primary Care - Myrtle Grove</a>, offers tips.  
</p>
</div>
        <div class="column clearfix">
  <div class="simplebox">

...
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URL: https://www.novanthealth.org/services/imaging/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object
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Issue   17   of   33

Raw Test Response:

...

          <div class="fade-out content"
          id="World-classimages"
          role="tabpanel"
          aria-labelledby="tab-World-classimages">
          <div class="panel">
          <div class="caption">
          <div class="body rich-text">
          <p>Medical imaging at Novant Health is based on a culture of excellence and integrity. Our talented providers are 
committed to delivering the world-class services you need and deserve, and to adapting as needed to further enhance your 
care.</p>
<p>At our&nbsp;<a href="https://www.acraccreditation.org/" target="_blank" rel="noopener">American College of 
Radiology</a>-accredited imaging centers, you can expect advanced, state-of-the-art equipment that provides the clearest 
in-depth medical images. These high-quality images help our specialists discover any concerns to make accurate diagnoses of 
conditions that may need further treatment.</p>
          </div>
          <div class="cta-area">
          
          </div>
          </div>
          <div class="image-wrapper">

    <img src="/globalassets/image-field/4-large-cards-image-size-760x760/care-images/provider-imaging-pelvic-x-rays-
760x760.webp" alt="A healthcare provider is writing as they review an x-ray of a pat
...
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security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object
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access to the linking page window object

Raw Test Response:

...

          <p>Find directions to Hemby Children&rsquo;s Hospital, a map of our campus and where to park.</p>

          </p>
          </div>
          <div class="score-call-to-action">
          
<div class=" page-layout">
  

    <a class="score-button text-button GTMBUTTON"
   target="_blank"
   aria-label="Get Directions, opens in new tab"
   rel="noreferrer"
   title="Get Directions"
   href="https://www.google.com/maps?daddr=35.211974,-80.82464"
   >

        Get Directions
    </a>
</div><div class=" page-layout">
  

    <a class="score-button text-button GTMBUTTON"
   target="_blank"
   aria-label="View Campus Map (PDF), opens in new tab"

...

...
er of the Children's Hospital Association. We are proud to have been accepted to this group dedicated to advocating for 
children and families and leading improvement efforts in safety and quality.</p>

          </p>
          </div>
          <div class="score-call-to-action">
          
<div>
  

    <a class="score-button secondary GTMBUTTON"
   target="_blank"
   aria-label="Children&#x2019;s Hospital Association, opens in new tab"
   rel="noreferrer"
   title="Children&#x2019;s Hospital Association"
   href="https://www.childrenshospitals.org/"
   >

        Children&#x2019;s Hospital Association
    </a>
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URL: https://www.novanthealth.org/healthy-headlines/whats-the-difference-between-covid-19-flu-and-a-cold

Entity: whats-the-difference-between-covid-19-flu-and-a-cold (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

    <a class="score-button primary over-dark GTMBUTTON"
   target="_self"
   aria-label="undefined"

...

...

          </h2>
          <div class="score-hero-body">
          <p>Volunteers support non-clinical tasks and help create positive, remarkable experiences for our patients and 
visitors.</p>
          </div>
          <div class="score-call-to-action">
          
<div>
  

    <a class="score-button large-button dark GTMBUTTON"
   target="_blank"
   aria-label="Sign Up to Volunteer , opens in new tab"
   rel="noreferrer"
   title="Sign Up to Volunteer "
   href="https://www.volgistics.com/ex/portal.dll/ap?AP=508104710"
   >

        Sign Up to Volunteer 
    </a>
</div>
          </div>
    </div>
</div>
       </div></div></section>

...

Raw Test Response:

...

    <div id="body-container" class="cBuilder article-body simplebox-ivory-aubergine"><div class="column clearfix"></div>

...k" title="https://www.cdc.gov/features/rhinoviruses/index.html" style=""><b>common cold</b></a> and <a 
href="https://www.cdc.gov/coronavirus/2019-ncov/index.html" target="_blank" title="https://www.cdc.gov/coronavirus/2019-
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ncov/index.html" style=""><b>COVID-19</b></a><b> </b>are contagious respiratory illnesses <a 
href="https://www.cdc.gov/flu/sym...
<div class="textImage textImage-caption textImage-right" style="float: right; width: 95px; margin: 10px 10px 10px; font-
size: 90%; font-style: italic;"><img align="right" alt="Shukla_Karan_Head" autho...
<div class="textImage-captionBody" style="padding: 3px 0px; clear: both;">Dr. Karan Shukla</div>
</div>
<p>“Both COVID-19 and the flu can spread before you know you have an illness, or symptoms,” said <a 
href="https://www.novanthealth.org/pf/providers/1093091423/locations" target="_blank" title="https:/...

...

...
ht="132" data-imgwidth="95" file_id="5f528b1e2cfac25ca7ad1a99" height="132" 
src="https://s3.amazonaws.com/cms.ipressroom.com/338/files/20208/Shukla_Karan_Head.jpg" title="Dr. Karan Shukla" 
width="95">
<div class="textImage-captionBody" style="padding: 3px 0px; clear: both;">Dr. Karan Shukla</div>
</div>
... the flu vaccine before the flu virus starts circulating in your community. The CDC recommends that <a 
href="https://www.cdc.gov/flu/prevent/vaccinations.htm" target="_blank" 
title="https://www.cdc.gov/flu/prevent/vaccinations.htm">in early fall</a> everyone starts to get vaccinated.” October is 
ideal. <br></div><div><br></div><di...
</div>
        <div class="column clearfix">
  <p>Influenza can cause mild to severe illness, and at times can lead to death. Flu is different from a cold. Flu usually 
comes on suddenly. People who have flu often feel some or all of these sympto...
</div>

    

...

...

    <div class="column clearfix"><div><h3>
<b>Common cold</b>
</h3></div><div><p align="left">
 Symptoms of a cold usually peak within 2-3 days and can include: 
</p></div><div><div class="column clearfix"><div class="row"><div class="col-md"><ul>
<li>Sneezing.</li><li>Stuffy nose.</li><li>Runny nose.</li><li>Sore throat.</li>
</ul></div><div class="col-md"><ul>
<li>Coughing.</li><li>Mucus dripping down your throat, also known as post-nasal drip.</li><li>Watery eyes.</li>
</ul></div></div></div></div><div><p align="left">
 Colds are <a href="https://www.cdc.gov/flu/symptoms/coldflu.htm" target="_blank" 
title="https://www.cdc.gov/flu/symptoms/coldflu.htm"><b>usually milder than flu</b></a><b>,</b> according to the CDC. 
People with colds are more likely to have a runny or stuffy nose. Colds generally do not result in serious health problems, 
such as pneumonia, bacterial infections or hospitalizations. There is no vaccine for the common cold and it is not 
treatable with antibiotics because it is caused by a virus.</p></div>
</div><div class="column clearfix">
  <div><h3><b>COVID-19</b></h3></div><div><p align="start">
 While the three illnesses share several symptoms, Shukla said there are a few key things that help set them apart. COVID-
19 symptoms can range from mild to severe, and may appear 2-14 days after exposure to the virus.</p></div><div><p 
align="start">
 Symptoms include: 
</p></div>
</div><div class="column clearfix">
<div class="row">

...
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/7-smart-ways-to-avoid-holiday-weight-gain-+-helpful-recipes

Entity: 7-smart-ways-to-avoid-holiday-weight-gain-+-helpful-recipes (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

Raw Test Response:

...

    <div id="body-container" class="cBuilder article-body simplebox-ivory-aubergine"><div class="column clearfix"> </div>

<div class="column clearfix">
...lways OK. It’s when the "occasional" becomes a daily habit that it can trigger holiday weight gain, <a 
href="https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4336296/" target="_blank" 
title="https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4336296/"><b>about 5 pounds</b></a> for most Americans.</p>
<a href="https://www.novanthealth.org/pf/providers/1336313410/sandi-hamilton/about-me/?
utm_campaign=p%3Ahealth_a%3Anh_b%3Anull_d%3Anull_s%3Anull_c%3Adan-n_k%3Anull_i%3Aacq_m%3Aart_g%3Agws_n%3Anull_t%3...

...

...
figure class="cbuilder-img figure clearfix"><img></figure></div><p align="left">The occasional indulgence is always OK. 
It’s when the "occasional" becomes a daily habit that it can trigger holiday wei...
...yle="background-color: white;">Nearly three-quarters of U.S. adults are obese or overweight, </span><a 
href="https://www.thelancet.com/journals/lancet/article/PIIS0140-6736(24)01548-4/fulltext" 
title="https://www.thelancet.com/journals/lancet/article/PIIS0140-6736(24)01548-4/fulltext" target="_blank">according to a 
new study</a><span style="background-color: white;"> published in November 2024. In 1...
        <div class="column clearfix">
  <div class="simplebox">
    <p align="start">
 </p><div><figure class="cbuilder-img figure clearfix figure-left"><img data-id="67474a7b3d63326a4aecabd8" width="337" 
height="225" src="https://s3.amazonaws.com/cms.ipressroom.com/338/files/202410/20...
 Struggling to lose weight? Want help with healthier eating? Or maybe you need a hand with Type 2 diabetes? Novant Health 
doctors and other specialized clinicians are ready to help. 
</p>  <ul type="disc">
   <li>CoreLife: <a href="https://www.novanthealth.org/services/weight-loss-services/lifestyle-and-wellness/corelife/?
utm_campaign=p:health_a:nh_b:null_d:null_s:null_c:brand-o_k:null_i:acq_m:art_g:nc_

...

...

</div>

<h3><b>6. Stress and sleepless nights won't help.</b></h3>

<p align="left">Too little sleep and too much stress are twin forces of weight gain. If you are tired and stressed, 
Hamilton said it’s even harder to control your appetite and make smart choices.</p>

<p align="left">“You can also get stuck in a cycle of eating or drinks for reward or stress release,” she said.</p>

<p align="left">Here are <a href="https://www.novanthealth.org/healthy-headlines/when-the-going-gets-tough-the-tough-get-
mindful" target="_blank" title="https://www.novanthealth.org/healthy-headlines/when-the-going-gets-tough-the-tough-get-
mindful"><b>3 ways</b></a> to de-stress your daily routine with mindfulness and meditation. And try your best to get a good 
nights’ sleep, which for <b><a href="https://www.cdc.gov/sleep/data-research/facts-stats/adults-sleep-facts-and-stats.html" 
target="_blank" title="https://www.cdc.gov/sleep/data-research/facts-stats/adults-sleep-facts-and-stats.html">most 
adults</a></b> is between 7 and 9 hours.</p>

<h3><b>7. Know when to hit reset.</b></h3>

<p align="left">Enjoy your favorite foods but savor them in smaller portions. And don’t be too hard on yourself. If you 

12/1/2024 229

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://www.novanthealth.org/healthy-headlines/7-smart-ways-to-avoid-holiday-weight-gain- -helpful-recipes


TOCIssue   20   of   33
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Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

notice the occasional splurge has become a daily occurrence, hit the reset button and get back on track.</p>

<p align="left">“Good health is the best gift you can give your loved ones,” Hamilton said. “Try setting a good example 
this holiday season with the suggestions above. By using even a few of them, you can enjoy a healthier holiday season.”</p>
</div>

...

Raw Test Response:

...
pected Gift: Profiles in Courage from Cancer Survivorship</em> was written by Dr. Ophelia Garmon-Brown, physician, 
community leader and survivor. All proceeds benefit the Novant Health Foundation.</p>

          </div>
          </div>
          <div class="score-call-to-action">
          

  

    <a class="score-button secondary over-dark GTMBUTTON"
   target="_blank"
   aria-label="Read &quot;The Unexpected Gift&quot;, opens in new tab"
   rel="noreferrer"
   title="Read &quot;The Unexpected Gift&quot;"
   href="https://a.co/d/hzaAij5"
   >

        Read &quot;The Unexpected Gift&quot;
    </a>

          </div>
          </div>
          </div>
          <div class="w-5col">

...
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URL: https://www.novanthealth.org/healthy-headlines/why-high-blood-pressure-is-so-dangerous-and-how-you-can-control-it

Entity: why-high-blood-pressure-is-so-dangerous-and-how-you-can-control-it (Page)
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Raw Test Response:

...

 Why does every visit to a doctor’s office include a blood pressure check? Because high blood pressure can wreck your life 
or even kill you. 
</p>  <p align="start">
   
</p>  <div><figure class="cbuilder-img figure clearfix figure-left"><a 
href="https://www.novanthealth.org/pf/providers/1073572301/linda-calhoun/about-me" target="_blank"><img data-
id="65a037eb3d63321d...
...e - Whiteville</b></a><b><b> </b></b>and Shannon Emmanuel, vice president of community impact for the <a 
href="https://www.heart.org/" title="https://www.heart.org/" target="_blank"><b><b>American Heart Association</b></b></a>
<b><b> (AHA)</b></b>, recently held a news briefing to...
   
</p>  <p align="start">
 It’s an urgent topic because hypertension is incredibly common. One-third of all Americans have the condition, and fully 
half of them aren’t aware they have it, said Calhoun. Here are highlights from...
</p>  <p align="start">
   
</p>  <h3><b>Defining the issue   </b></h3>  <p align="start">
 Simply put, having high blood pressure means your blood is pumping through your arteries with more force than is normal. 
That’s risky because your heart has to work overtime to pump blood at that hig

...

...

 “The silent killer” is an apt synonym for hypertension. An estimated 10 million people worldwide are killed each year due 
to health conditions that stem from it.  
</p>  <p align="start">
   
</p>  <p align="start">
 It can damage your heart and kidneys, lead to a stroke or aneurysm, cause vision problems, contribute to memory loss and 
dementia, and lead to atherosclerosis, the condition of arteries being clogged with fatty deposits. 
</p>  <p align="start">
   
</p>  <h3><b>How do you know? </b></h3>  <p align="start">
 Hypertension is sneaky. It’s often present without any symptoms. The only way to know if you have it is by <a 
href="https://www.cdc.gov/bloodpressure/measure.htm" title="https://www.cdc.gov/bloodpressure/measure.htm" target="_blank">
<b>measuring your blood pressure</b></a>.  
</p>  <p align="start">
   
</p>  <p align="start">
 A few people with hypertension may have headaches, shortness of breath, lightheadedness and/or nosebleeds, but those don’t 
typically appear until the condition has reached a severe stage. 
</p>  <p align="start">
   
</p>  <h3><b>Pregnant women at risk </b></h3>  <p align="start">
 Pregnant women are more likely to develop hypertension. It’s common in postpartum women, as well. 
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</p>  <p align="start">

...

...

</p>  <p align="start">
   
</p>  <p align="start">
 Hypertension screening for pregnant women is an essential part of prenatal care. Severe or uncontrolled hypertension 
during pregnancy can lead to complications for mom and unborn baby, including preterm labor.  
</p>  <p align="start">
   
</p>  <p align="start">
 A serious condition called preeclampsia can happen during pregnancy. It’s “<a 
href="https://medlineplus.gov/ency/article/000468.htm" title="https://medlineplus.gov/ency/article/000468.htm" 
target="_blank"><b>high blood pressure</b></a> and signs of liver or kidney damage that occur in women after the 20th week 
of pregnancy,” according to the <a href="https://medlineplus.gov/ency/article/000898.htm" 
title="https://medlineplus.gov/ency/article/000898.htm" target="_blank"><b><b>National Institutes of Health (NIH)</b></b>
</a>. While it is rare, preeclampsia may occur in a woman after delivering her baby, most often within 48 hours.</p>  <p 
align="start">
   
</p>  <p align="start">Preeclampsia is also stealthy. Subtle symptoms can include swelling of the hands and face or areas 
around the eyes, and sudden weight gain over a day or two, or more than 2 pounds a week.  
</p>  <p align="start">
   
</p>  <p align="start">
 Testing for preeclampsia includes a physical exam as well as blood and urine tests. “Preeclampsia usually resolves within 
six weeks after the baby is born and the placenta is delivered,” the NIH states. “However, it may persist longer or even 
begin after delivery.”</p><p align="start"></p><h3><b>Combating the enemy </b></h3>  <p align="start">

...

...

</p>  <p align="start">
 Have your blood pressure checked <i>at least </i>every two years starting at age 18. Some people – like those with a 
family history of hypertension – need more frequent checks. 
</p>  <p align="start">
   
</p>  <p align="start">
 When you’re at your primary care team’s office, ask about your blood pressure reading. If it’s elevated, ask what steps 
you can take to lower it naturally.  
</p>  <p align="start">
   
</p>  <p align="start">
 Calhoun will typically give a patient three months to try to get it down on their own before she’ll discuss medication. 
Diuretics, beta blockers and calcium channel blockers are amon
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/yes-you-can-get-covid-and-flu-vaccines-together

Entity: yes-you-can-get-covid-and-flu-vaccines-together (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

Raw Test Response:

...

    <div id="body-container" class="cBuilder article-body simplebox-ivory-aubergine"><div class="column clearfix"></div>
<p>RSV descends on us every year as the weather cools. RSV is so common that nearly all U.S. children become infected with 
it by the time they are 2. The infection starts out like a typical cold that ...
<p>But nearly 75,000 to 125,000 children have worsened symptoms and end up hospitalized each year.</p>
...le="" width="90"><figcaption>Dr. Janie Chai</figcaption></figure></div><p>Around the world, <strong><a 
href="https://www.niaid.nih.gov/diseases-conditions/respiratory-syncytial-virus-rsv" target="_blank" 
title="https://www.niaid.nih.gov/diseases-conditions/respiratory-syncytial-virus-rsv">RSV affects</a></strong> an estimated 
64 million people and is responsible for 160,000 deaths each y...
<p>So what should parents know about this highly contagious infection? We asked <strong><a 
href="https://www.novanthealth.org/pf/providers/1881689651?hcmacid=a0Z3600000NCy9NEAT" target="_blank" title=...
<h3><strong>What is RSV and when is it serious?</strong></h3>
<p>This infection becomes an issue every year, especially during the colder months, among younger children and sometimes 
older adults. The virus typically shows up as a cold (think runny nose, coughs ...
<h3><strong>Who is at risk of getting RSV?</strong></h3>
<p>Regardless of age, anyone can be infected by the RSV virus. Children usually recover from the infection on their own. 
Premature infants, infants younger than six months, children with chronic lung ...

...

Raw Test Response:

...

  </figure>
...<b>How do we know getting a flu shot and the COVID vaccine are safe?</b></h3><div>Here’s what the <b><a 
href="https://www.cdc.gov/vaccines/covid-19/clinical-considerations/covid-19-vaccines-us.html?
CDC_AA_refVal=https%3A%2F%2Fwww.cdc.gov%2Fvaccines%2Fcovid-19%2Finfo-by-product%2Fclinical-
considerations.html#Coadministration" title="https://www.cdc.gov/vaccines/covid-19/clinical-considerations/covid-19-
vaccines-us.html?CDC_AA_refVal=https%3A%2F%2Fwww.cdc.gov%2Fvaccines%2Fcovid-19%2Finfo-by-product%2Fclinical-
considerations.html#Coadministration" target="_blank">Centers for Disease Control and Prevention (CDC)</a></b> says: 
“COVID-19 vaccines may be administer...

...
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Issue   24   of   33

Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/pharmacy/specialty-pharmacy-for-patients/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

Issue   25   of   33

Raw Test Response:

...

<div data-react-component="MediaCarousel" data-props='{"delay":"5000","slides":
[{"contentType":"Image","imageSrc":"/globalassets/image-field/4-large-cards-image-size-760x760/asset-images/awards-phrmacy-
urac-accreditation-760px.webp","altText":"URAC Accredited Specialty Pharmacy "},
{"contentType":"Image","imageSrc":"/globalassets/image-field/4-large-cards-image-size-760x760/asset-images/awards-achc-
accreditation-760px.webp","altText":"ACHC logo"}],"contentType":"MediaCarousel","id":"block-
138936","displayOption":null,"globalStyle":[]}' class=''></div>
</div><div class=" w-6col">

<div class="rich-text ">
    <p style="text-align: left;"><a href="https://accreditnet.urac.org/directory/#/accreditation/SPP-352/info" 
target="_blank" rel="noopener"><strong>URAC</strong></a>: Novant Health specialty pharmacy is accredited by URAC for 
specialty pharmacy services. The URAC accreditation process demonstrates a commitment to quality and serves as a framework 
to improve business processes through benchmarking organizations against nationally recognized standards. It requires the 
organization to undergo rigorous evaluation by an independent accrediting body and improves quality outcomes for the 
patients and families we serve. &nbsp;</p>
<p style="text-align: left;"><strong>ACHC</strong>: Novant Health has been awarded the ACHC Accreditation for its value, 
integrity, and the industry&rsquo;s best customer service.</p>

</div>
</div>
          </div>

          

...
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/expertise-and-empathy-team-approach-wins-the-day-for-colon-cancer-patient

Entity: expertise-and-empathy-team-approach-wins-the-day-for-colon-cancer-patient (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

Issue   26   of   33

Raw Test Response:

...

</p>  <h3>
 A genetic condition 
</h3>  <p class="BodyA" align="start">
   
</p>  <p class="BodyA" align="start">
 Knickerbocker’s rectal cancer was Stage 3, which means it had spread to nearby lymph nodes.  
</p>  <p class="BodyA" align="start">
   
</p>  <p class="BodyA" align="start">
 Based on her pathology report, the tumor board recommended genetic testing. As they had suspected, she had a genetic 
abnormality called <a href="https://www.cdc.gov/genomics/disease/colorectal_cancer/lynch.htm" 
title="https://www.cdc.gov/genomics/disease/colorectal_cancer/lynch.htm" target="_blank">Lynch syndrome</a>, which meant 
that she would have an up to 80% chance of developing colon cancer and an up to 60% chance of developing ovarian cancer in 
her lifetime. She also had another genetic abnormality.<br>  
</p>  <p class="BodyA" align="start">
 Doctors typically recommend that patients with this diagnosis have their entire colon (lower intestine) and rectum 
removed, as well as their uterus and ovaries. But before they could remove anything, Knickerbocker’s cancer needed to be 
treated.  
</p>  <p class="BodyA" align="start">
   
</p>  <p class="BodyA" align="start">
 And Brinkley and Hiller had a bold proposal.  
</p>  <p class="BodyA" align="start">

...
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/marathoner-did-not-let-colorectal-cancer-knock-her-off-her-path

Entity: marathoner-did-not-let-colorectal-cancer-knock-her-off-her-path (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/why-the-mediterranean-diet-is-so-popular-and-smart

Entity: why-the-mediterranean-diet-is-so-popular-and-smart (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

Raw Test Response:

...

</p> <p align="left">
 She didn’t let any of it slow her down. A nurse helped her figure out how she could still run and swim with the ostomy 
bag.  
...was like a rebirth.” And there’s always a new race to look forward to. Caswell is running in the <b><a 
href="https://thecharlottemarathon.com/" target="_blank" title="https://thecharlottemarathon.com/">Novant Health Charlotte 
Marathon Nov. 12</a></b>.</div><div class="column clearfix"><br/></div><div ...

...

Raw Test Response:

...
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/healthy-headlines/beating-incurable-one-mans-battle-against-cancer

Entity: beating-incurable-one-mans-battle-against-cancer (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

    <div id="body-container" class="cBuilder article-body simplebox-ivory-aubergine"><div class="column clearfix">
<p align="left" class="BodyA">The Mediterranean Diet is having a moment. U.S. News &amp; World Report has consistently 
ranked the Mediterranean diet, for several years running, <a href="https://health.usnews.com/best-diet/mediterranean-diet" 
title="https://health.usnews.com/best-diet/mediterranean-diet" target="_blank">No. 1 in multiple categories</a>, including 
best for heart health, best for diabetes and best overall diet for weight loss.</p>
<div>
<figure class="cbuilder-img figure clearfix figure-left">
<img alt="Logan Jennifer Anderson head shot" data-id="6037bf68b3aed34c93c7adf1" data-resizable="true" height="142" 
src="https://s3.amazonaws.com/cms.ipressroom.com/338/files/20211/Logan+Jennifer+Anderson+head+shot.JPG" width="85">
<figcaption>Jennifer Anderson</figcaption>
</figure>
</div>
<p align="left" class="BodyA">The plan’s success comes as no surprise to Jennifer Anderson, registered dietitian at <b><a 
href="https://www.novanthealth.org/clinic-locations/novant-health-heart--vascular-institute---charlotte.aspx" 
target="_blank" title="https://www.novanthealth.org/clinic-locations/novant-health-heart--vascular-institute---
charlotte.aspx"><b>Novant Health Heart &amp; Vascular Inst
...

Raw Test Response:

...

    <div id="body-container" class="cBuilder article-body "><div class="column clearfix">
  <p align="left">
...agonal-se" style="z-index: 90;"></div></div></a></div><figcaption>Tim Cooper shares his story in a <a 
href="https://nh.team/TimCooperPodcast" title="http://" target="_blank"><b>5-part</b></a> series.</figcaption></figure>
</div><p align="left">
 </p><p align="-webkit-left">
 The next minute, he learned he had bone disease and faced the possibility of becoming paralyzed from the neck down. And 
that he had cancer. And that it was incurable. 
</p><p align="-webkit-left">
 It all crashed down on Tim Cooper without a moment’s notice. You get a hole blown in your life and ask: Why me? Tim, 
however, would adopt the attitude: Why not me? 
</p>Not so long ago, he was making sure hungry passengers at Salsarita’s and Potbelly’s at Charlotte Douglas International 
Airport got their meals and made it to the gate with time to spare. <span sty...

...

...
ss="ui-resizable" style="margin: 0px; resize: none; position: static; zoom: 1; display: block; height: 149.977px; width: 
149.977px;"><div class="ui-resizable-handle ui-resizable-e" style="z-index: 90;...
 </p><p align="-webkit-left">
 The next minute, he learned he had bone disease and faced the possibility of becoming paralyzed from the neck down. And 
that he had cancer. And that it was incurable. 
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/brunswick-medical-center.aspx

Entity: brunswick-medical-center.aspx (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

</p><p align="-webkit-left">
 It all crashed down on Tim Cooper without a moment’s notice. You get a hole blown in your life and ask: Why me? Tim, 
however, would adopt the attitude: Why not me? 
...so shares some discoveries about himself.</span></div><div class="column clearfix"><p align="left"><a 
href="https://nh.team/TimCooperPodcast" title="http://" target="_blank"><b> “Beating Incurable,” produced by Gina 
DiPietro</b></a>, covers his journey in just an hour, where...
</p>  <div><figure class="cbuilder-img figure clearfix figure-left"><img data-id="6202e248b3aed31ddc99910c" width="85" 
height="121" src="https://s3.amazonaws.com/cms.ipressroom.com/338/files/20221/Kro...
 We’ll also hear from oncologist <a href="https://www.novanthealth.org/pf/providers/1497957112/patricia-kropf/about-me" 
title="https://www.novanthealth.org/pf/providers/1497957112/patricia-kropf/about...

...

...

    

    

    <div class="column clearfix">
  <div class="simplebox">
    <h3><b>Leave Tim a note of encouragement</b></h3><div><figure class="cbuilder-img figure clearfix figure-right"><img 
data-id="6318a45db3aed37ca2ca0f0d" width="106" height="142" 
src="https://s3.amazonaws.com/cms.ipressroom.com/338/files/20228/202209071402/Tim+Cooper+apt.JPG" alt="Tim Cooper is 
pictured at a doctor's appointment in Charlotte. " data-resizable="true"><figcaption>Tim Cooper smiles through the 
challenges.</figcaption></figure></div><p>Tim's story was also detailed in not one, but two Healthy Headlines articles, 
written by Josh Jarman.</p><ul><li>Read part 1: <a href="https://nh.team/TimCooperPart1" title="http://" target="_blank">
<b>A backbreaking cancer diagnosis is no match for faith and good medicine</b></a></li><li>Read part 2: <a 
href="https://nh.team/TimCooperPart2" title="http://" target="_blank"><b>How one man is using his incurable cancer 
diagnosis to inspire others</b></a></li></ul><p>If you'd like to leave Tim a note of encouragement, please join the 
discussion at the end of each article.  He's responded to many of the comments already.</p>
  </div>
</div></div>
...

Raw Test Response:

...

          </h2>
          <div class="score-hero-body">
          <p>Find directions to Brunswick Medical Center, a map of our campus and where to park.</p>
          </div>
          <div class="score-call-to-action">
          

12/1/2024 238

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://www.novanthealth.org/brunswick-medical-center.aspx


TOCIssue   30   of   33

Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/home/services/cancer.aspx

Entity: cancer.aspx (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

<div>
  

    <a class="score-button text-button GTMBUTTON"
   target="_blank"
   aria-label="Get Directions, opens in new tab"
   rel="noreferrer"
   title="Get Directions"
   href="https://www.google.com/maps?daddr=34.031277,-78.260251"
   >

        Get Directions
    </a>

  

    <a class="score-button text-button GTMBUTTON"
   target="_blank"
   aria-label="View Campus Map (PDF), opens in new tab"

...

Raw Test Response:

...
pected Gift: Profiles in Courage from Cancer Survivorship</em> was written by Dr. Ophelia Garmon-Brown, physician, 
community leader and survivor. All proceeds benefit the Novant Health Foundation.</p>

          </div>
          </div>
          <div class="score-call-to-action">
          

  

    <a class="score-button secondary over-dark GTMBUTTON"
   target="_blank"
   aria-label="Read &quot;The Unexpected Gift&quot;, opens in new tab"
   rel="noreferrer"
   title="Read &quot;The Unexpected Gift&quot;"
   href="https://a.co/d/hzaAij5"
   >

        Read &quot;The Unexpected Gift&quot;
    </a>
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations/medical-centers/coastal-carolina-hospital/

Entity: (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

          </div>
          </div>
          </div>
          <div class="w-5col">

...

Raw Test Response:

...
enodd" clip-rule="evenodd" d="M21.7259 37.9367C21.7204 36.4464 22.9241 35.2338 24.4145 35.2283L32.5099 35.1987C34.0002 
35.1933 35.2127 36.397 35.2182 37.8873L35.2281 40.5858C35.2335 42.0761 34.0298 43.2887 32.5395 43.2941L24.4441 
43.3237C22.9537 43.3292 21.7412 42.1255 21.7357 40.6351L21.7259 37.9367ZM24.4243 37.9268L24.4342 40.6253L32.5296 
40.5957L32.5197 37.8972L24.4243 37.9268Z" fill="#C81E82" />
</svg>

    </div>
    <span class="tile-title">
        Pay Bill (Before 2/1/24 Patients)
    </span>
    <a class="clickable-area" target="_blank"
       aria-label="Pay Bill (Before 2/1/24 Patients), opens in new tab"
        rel="noreferrer" title="Pay Bill (Before 2/1/24 Patients)"
        href="https://ccd.simpleepay.com/" >
    </a>
</div>
</div><div class=" w-6col">
<div class="score-tile  secondary">
    <div class="img-wrapper">
        

<svg width="65" height="65" viewBox="0 0 65 65" fill="none" xmlns="http://www.w3.org/2000/svg">
...

...
enodd" clip-rule="evenodd" d="M21.7259 37.9367C21.7204 36.4464 22.9241 35.2338 24.4145 35.2283L32.5099 35.1987C34.0002 
35.1933 35.2127 36.397 35.2182 37.8873L35.2281 40.5858C35.2335 42.0761 34.0298 43.2887 32.5395 43.2941L24.4441 
43.3237C22.9537 43.3292 21.7412 42.1255 21.7357 40.6351L21.7259 37.9367ZM24.4243 37.9268L24.4342 40.6253L32.5296 
40.5957L32.5197 37.8972L24.4243 37.9268Z" fill="#C81E82" />
</svg>
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    </div>
    <span class="tile-title">
        Pay Bill (On or After 2/1/24 Patients)
    </span>
    <a class="clickable-area" target="_blank"
       aria-label="Pay Bill (On or After 2/1/24 Patients), opens in new tab"
        rel="noreferrer" title="Pay Bill (On or After 2/1/24 Patients)"
        href="https://vcd.simpleepay.com/" >
    </a>
</div>
</div>
          </div>

          
<div class="w-full cta ">
<div class="score-tile  secondary">
    <div class="img-wrapper">

...

...
ur secure, convenient online tool that lets you manage your healthcare. You can schedule appointments, view test results, 
refill prescriptions and pay bills right from your computer or smartphone.</p>

          </p>
          </div>
          <div class="score-call-to-action">
          
<div>
  

    <a class="score-button primary GTMBUTTON"
   target="_blank"
   aria-label="Enroll In the Patient Portal, opens in new tab"
   rel="noreferrer"
   title="Enroll In the Patient Portal"
   href="https://coastalhospital.myhealth-rec.com/self-enroll/"
   >

        Enroll In the Patient Portal
    </a>

  

    <a class="score-button primary GTMBUTTON"
   target="_blank"
   aria-label="Log In to the Patient Portal, opens in new tab"
   rel="noreferrer"
   title="Log In to the Patient Portal"
   href="https://coastalhospital.myhealth-rec.com/home"
   >

        Log In to the Patient Portal
    </a>
</div>
          </div>
      </div>
    </div>
  </div>
          </div>

...

...

<div class="rich-text ">
    <p style="text-align: center; font-size: 12px;"><span style="color: rgb(255, 255, 255);">&copy; 2024 Novant 
Health&nbsp; &bull;&nbsp; <a style="color: white;" href="/policy/privacy-policy/" target="_blank" rel="noopener">Privacy 
Policy</a>&nbsp; &bull;&nbsp; <a style="color: white;" href="/policy/sms-terms-and-conditions/" target="_blank" 
rel="noopener">Terms &amp; Conditions</a>&nbsp; &bull;&nbsp; <a style="color: white;" href="/policy/nondiscrimination/" 
target="_blank" rel="noopener">Notice of Nondiscrimination</a>&nbsp; &bull;&nbsp; <a style="color: white;" href="/for-
patients/patient-rights--privacy/patient-bill-of-rights/" target="_blank" rel="noopener">Patient Bill of Rights</a>&nbsp; 
&bull;&nbsp; <a style="color: white;" href="/for-patients/billing--insurance/price-transparency/" target="_blank" 
rel="noopener">Price Transparency</a>&nbsp; &bull;&nbsp; <a style="color: white;" href="/policy/disclaimer/" 
target="_blank" rel="noopener">Disclaimer</a></span></p>
<p style="text-align: center; font-size: 12px;"><span style="color: rgb(255, 255, 255);"><a 
href="https://www.facebook.com/hhregional/" target="_blank" rel="noopener"><img src="/globalassets/icons-svgs-and-icon-
blocks/icons-svgs/icons_social_dark_mdi_facebook.svg" alt="Facebook" width="24" height="24"></a> &nbsp; &nbsp; <a 
href="https://twitter.com/hhregional" target="_blank" rel="noopener"><img src="/globalassets/icons-svgs-and-icon-
blocks/icons-svgs/icons_social_dark_mdi_twitter.svg" alt="Twitter" width="24" height="24"></a>&nbsp; &nbsp; <a 
href="https://www.youtube.com/user/hiltonheadhospital" target="_blank" rel="noopener"><img src="/globalassets/icons-svgs-
and-icon-blocks/icons-svgs/icons_social_dark_mdi_youtube.svg" alt="YouTube" width="24" height="24"></a></span></p>
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Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/locations/medical-centers/brunswick-medical-center

Entity: brunswick-medical-center (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

Issue   33   of   33

</div>
</...

Raw Test Response:

...

          </h2>
          <div class="score-hero-body">
          <p>Find directions to Brunswick Medical Center, a map of our campus and where to park.</p>
          </div>
          <div class="score-call-to-action">
          
<div>
  

    <a class="score-button text-button GTMBUTTON"
   target="_blank"
   aria-label="Get Directions, opens in new tab"
   rel="noreferrer"
   title="Get Directions"
   href="https://www.google.com/maps?daddr=34.031277,-78.260251"
   >

        Get Directions
    </a>

  

    <a class="score-button text-button GTMBUTTON"
   target="_blank"
   aria-label="View Campus Map (PDF), opens in new tab"

...

12/1/2024 242

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://www.novanthealth.org/locations/medical-centers/brunswick-medical-center


TOC

Unsafe third-party link (target="_blank")
Severity: Medium

CVSS Score: 5.3

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/services/cancer

Entity: cancer (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Cause: The page that is linked to with the target=_blank link gains partial access to the linking page window object via the
window.opener object

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer" attribute allows linked page partial
access to the linking page window object

M Weak Cipher Suites - ROBOT Attack : Vulnerable cipher suites are supported by the server  
1

TOC

Issue   1   of   1

Raw Test Response:

...
pected Gift: Profiles in Courage from Cancer Survivorship</em> was written by Dr. Ophelia Garmon-Brown, physician, 
community leader and survivor. All proceeds benefit the Novant Health Foundation.</p>

          </div>
          </div>
          <div class="score-call-to-action">
          

  

    <a class="score-button secondary over-dark GTMBUTTON"
   target="_blank"
   aria-label="Read &quot;The Unexpected Gift&quot;, opens in new tab"
   rel="noreferrer"
   title="Read &quot;The Unexpected Gift&quot;"
   href="https://a.co/d/hzaAij5"
   >

        Read &quot;The Unexpected Gift&quot;
    </a>

          </div>
          </div>
          </div>
          <div class="w-5col">

...
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Weak Cipher Suites - ROBOT Attack : Vulnerable cipher suites are supported by the server
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/Util/Find/epi-util/find.js

Entity: www.novanthealth.org (Page)

Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate
user, allowing the hacker to view or alter user records, and to perform transactions as that user

Cause: The web server or application server are configured in an insecure way

Fix: Change server's supported ciphersuites

Reasoning: AppScan determined that the site uses weak cipher suites by successfully creating SSL connections using each of the
weak cipher suites listed here.

M Weak Ciphers are detected: Not all cipher suites support Perfect Forward Secrecy   1 TOC

Issue   1   of   1

Verify that the site uses the cryptographically weak cipher suites listed here.

The following weak cipher suites are supported by the server:
Id Name SSL Version

47 TLS_RSA_WITH_AES_128_CBC_SHA TLS 1.2

53 TLS_RSA_WITH_AES_256_CBC_SHA TLS 1.2

60 TLS_RSA_WITH_AES_128_CBC_SHA256 TLS 1.2

61 TLS_RSA_WITH_AES_256_CBC_SHA256 TLS 1.2

156 TLS_RSA_WITH_AES_128_GCM_SHA256 TLS 1.2

157 TLS_RSA_WITH_AES_256_GCM_SHA384 TLS 1.2
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Weak Ciphers are detected: Not all cipher suites support Perfect Forward Secrecy
Severity: Medium

CVSS Score: 6.5

CVSS Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL: https://www.novanthealth.org/Util/Find/epi-util/find.js

Entity: www.novanthealth.org (Page)

Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate
user, allowing the hacker to view or alter user records, and to perform transactions as that user

Cause: The web server or application server are configured in an insecure way

Fix: Change server's supported ciphersuites

Reasoning: AppScan determined that the site uses weak cipher suites by successfully creating SSL connections using each of the
weak cipher suites listed here.

Verify that the site uses the cryptographically weak cipher suites listed here.

The following weak cipher suites are supported by the server:
Id Name SSL Version

47 TLS_RSA_WITH_AES_128_CBC_SHA TLS 1.2

53 TLS_RSA_WITH_AES_256_CBC_SHA TLS 1.2

60 TLS_RSA_WITH_AES_128_CBC_SHA256 TLS 1.2

61 TLS_RSA_WITH_AES_256_CBC_SHA256 TLS 1.2

156 TLS_RSA_WITH_AES_128_GCM_SHA256 TLS 1.2

157 TLS_RSA_WITH_AES_256_GCM_SHA384 TLS 1.2
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